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1 Introduction

In light of unprecedented geopolitical tensions, particularly Russia's terrorist war
of aggression against Ukraine and, above all, its civilian energy infrastructure and
civil society, the European energy sector finds itself on the front line of a new
battlefield—the cyber world. Critical energy infrastructure, once considered the
domain of engineers and grid operators, has now become a prime target for state-
sponsored cyber operations, criminal networks, and hybrid warfare strategies. The
Russian attacks on Ukraine’s power grid demonstrated that cyber threats are not
theoretical: they are operational, coordinated, and capable of causing large-scale

disruption with immediate political, economic, and human consequences.

The European Union, while having made considerable progress in defining cyber-
security directives and frameworks (such as Risk Assessment Templates and the
Cybersecurity Act), faces ongoing challenges in harmonizing and implementing ef-
fective cybersecurity standards across its diverse and interconnected energy mar-
kets. The complexity of the regulatory landscape is heightened by the varying lev-
els of digital maturity, technical capacity, and national security policies across
Member States. Furthermore, the rapid digital transformation of the energy sector
— including the integration of smart grids, IoT devices, and distributed energy

resources — has expanded the attack surface and introduced new vulnerabilities.

This handbook seeks to provide a comprehensive overview of the evolving regula-
tory framework that governs cybersecurity in the European energy sector and pro-
poses a new methodology for risk assessment and management in the cybersecu-
rity field of energy utilities. It is designed to support policymakers, regulators, util-
ity operators, and cybersecurity professionals in navigating the current landscape,
understanding compliance obligations, and identifying the best cybersecurity
methodologies. The goal is to promote a coordinated and resilient defense strategy
that protects the integrity, availability, and confidentiality of Europe’s energy in-
frastructure — recognizing that in today’s strategic environment, energy security

is inseparable from cybersecurity.
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2 Executive Summary

Mission - to bridge the gap between the complex and often fragmented
cybersecurity regulatory environment in Europe and the practical, day-to-
day realities of energy utilities.

Target audience — European energy and electrical utilities' executive man-
agement, regulators, cybersecurity specialists.
1. Bridging the gap between the regulatory requirements and practical

implementation

This work provides a comprehensive risk assessment and management approach
tailored explicitly for energy sector organizations navigating complex cybersecurity
regulatory frameworks. The methodologies presented here bridge the gap between
high-level requirements and practical implementation, offering concrete solutions
to common challenges in industry. Energy sector operators face unique challenges,
including convergence of operational technology (OT) and information technology
(IT), geographic distribution of assets, and compliance with multiple overlapping
regulatory frameworks. This document presents a unified approach to risk assess-
ment that addresses these challenges while maintaining alignment with major
frameworks, including IEC 62443, NIST CSF, NIS2, and NERC CIP standards. The

proposed methodologies enable organizations to:

e Harmonize risk assessment approaches across multiple regulatory frame-
works

e Standardize risk quantification for consistent decision-making

e Establish evidence-based impact and likelihood assessments

e Define appropriate risk acceptance criteria based on organizational context

e Manage residual Risk effectively within framework-compliant thresholds

By implementing these methodologies, energy sector organizations can achieve
regulatory compliance and meaningful security improvements while efficiently al-

locating resources to address the most significant risks to their operations.
2. The Critical Nature of Energy Infrastructure

Energy infrastructure represents one of the most critical national and international

security components. The reliable delivery of electricity, natural gas, and other
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energy sources underpin virtually all aspects of modern society, from healthcare
and emergency services to telecommunications and financial systems. Disruptions
to energy infrastructure can have cascading effects across multiple sectors, poten-
tially resulting in significant economic damage, public safety concerns, and, in ex-
treme cases, loss of life. The criticality of energy infrastructure is reflected in its
designation as critical infrastructure in most nations and the corresponding regu-
latory attention it receives. This heightened status brings with it additional security

obligations, particularly in the realm of cybersecurity.
3. Current Threat Landscape

The energy sector faces an evolving and increasingly sophisticated threat land-
scape:

e Nation-State Actors: Government-sponsored threat actors with significant
target energy infrastructure for espionage, sabotage, and preparation for
potential conflicts.

e Cybercriminal Organizations: Financially motivated attackers target energy
companies for ransomware and extortion opportunities, exploiting the criti-
cal nature of these services.

e Hacktivists: Ideologically motivated actors may target energy companies,
particularly those involved in fossil fuels, for political or environmental rea-
sons.

e Insiders: Employees or contractors with privileged access represent a sig-

nificant threat vector, whether acting maliciously or inadvertently.

Recent trends indicate:
e The growing convergence of IT and OT networks increases the attack sur-
face
e Targeting of industrial control systems (ICS) and SCADA environments
e Supply chain attacks compromising trusted vendors and software

e Sophisticated malware explicitly designed for energy infrastructure
4. Regulatory Context

Overview of main European regulation entities and standards, especially
NIS2 Directive could be found in Chapter 4. The Cyber Regulatory Frame-

work in Israeli Energy Sector was described in Chapter 4 as well.
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Energy sector organizations in Europe must navigate a complex regulatory land-
scape that includes:
e International Standards: IEC 62443 series provides cybersecurity stand-
ards for industrial automation and control systems
¢ Regional Frameworks: EU Network Code on Cybersecurity, NIS2 Di-
rective, NERC CIP standards in North America
¢ National Frameworks: NIST Cybersecurity Framework
e Sector-Specific Guidelines: Industry-specific guidance from bodies such
as the Energy Expert Cyber Security Platform (EECSP).

This regulatory complexity creates challenges in establishing consistent risk as-
sessment approaches that satisfy all applicable requirements while remaining

practical to implement.
5. Framework-Specific Risk Methodologies

Assessment Approach Alignment

The energy sector faces a unique challenge: aligning risk assessment methodolo-
gies across multiple regulatory frameworks. Each framework establishes its ap-
proach to risk, often with different terminology, scoring systems, and emphasis.
This work provides a structured approach to harmonize these disparate
requirements into a cohesive risk assessment methodology specified in

Chapter 6. Risk Calculation Standardization

Unified Risk Quantification Model

A standardized approach to risk quantification is essential for consistent decision
making across an organization and for meaningful comparison between different
risks. Without standardization, risk assessments may vary significantly depending
on who performs them, leading to inconsistent security resource allocation. The
unified risk quantification model presented here provides a consistent mathemat-
ical approach to risk calculation while remaining flexible enough to accommodate

framework-specific requirements.

The Risk Calculation Model for Assessment (RICA)
The Risk Calculation Model for Assessment provides a structured approach to quan-
tifying cybersecurity risks in the energy sector. The model follows the classic risk

equation but with specific adaptations for energy infrastructure:
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Risk = Threat x Vulnerability x Impact x Infrastructure Criticality Where:
e Threat represents the likelihood of a threat actor targeting the asset
¢ Vulnerability represents the presence of exploitable weaknesses
¢ Impact represents the potential consequences of a successful attack
e Infrastructure Criticality represents the importance of the asset to en-
ergy delivery

This formula can be further refined by breaking down each component into meas-

urable factors.

6. Quantitative vs. Qualitative Assessment

Organizations must decide whether to adopt a quantitative or qualitative approach

to risk assessment:

Quantitative Assessment
e Uses numerical values and mathematical calculations
e Provides precise risk values that can be compared objectively
e Requires significant data and expertise to implement accurately

e It may create false precision if based on poor-quality data

Qualitative Assessment
e Uses descriptive categories (e.g., Low, Medium, High)
e More accessible for stakeholders without technical expertise
e It is faster and requires less data to implement

e It may be less precise to compare similar risks
Recommended Approach

A semi-quantitative method that uses numeric scales (e.g., 1-5) for each factor
but anchors these values to qualitative descriptions. This approach balances pre-
cision with practicality and is compatible with most regulatory frameworks. The

implementation process of this approach is specified step by step in Chapter 6.

7. Cybersecurity Maturity Assessment Methodology

This document also outlines a practical methodology to estimate the cybersecurity
maturity of an organization using a core set of 100 essential cybersecurity controls.

This methodology is specified in Chapter 5.
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8. Financial Maturity Based Simplified Risk Assessment

This enhanced methodology calculates the financial impact of cyber risks based on
residual risk levels adjusted for control maturity and distributed across specific
asset categories. It incorporates a persistent risk factor, ensuring residual risk is
never zero even with high maturity. This methodology is detailed in Chapter 5 as

well.

9. Conclusions

THIS DOCUMENT PROVIDES NEW METHODOLOGY AND A NEW APPROACH
TO PRACTICAL IMPLEMENTATION OF RISK ASSESSMENT AND MANAGE-
MENT IN ENERGY SECTOR ORGANIZATIONS REFERENCING THE EURO-
PEAN REGULATORY REQUIREMENTS IN THE FIELD OF CYBERSECURITY.

This handbook should be a useful tool for the regulators, energy and elec-

trical utilities' executive managers and cybersecurity specialists.
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3 European Electric Sector

One Interconnected System
From Algarve to Donbass

31

Interconnected Nations

35

Transmission System
Operators

400 Millions

Customers supplied

440,000 km

Tran Lines

3.1 Brief introduction on the European Electrical System

The European Electrical System is characterised by synchronous operational areas,
formed by the European Network of Transmission System Operators for Electricity
(ENTSO-E). As one of the largest synchronous electrical grids in the world, the
Continental Europe Synchronous Area (CESA), formerly known as the UCTE grid,
is interconnected as a single phase-locked 50 Hz mains frequency electricity grid
that supplies over 400 million customers in 32 countries, including most of the
European Union and Turkey. CESA is neighboured by other synchronous electrical
grids for the Nordics (former NORDEL), Great Britain (former UKTSOA), and Ire-
land/Northern Ireland (former ATSOI). Geographically separated by the North Sea
and the Baltic Sea, the four synchronous areas are interconnected by various HVDC

lines but not synchronised.

In the East, CESA and the Nordic synchronous area are neighbouring, yet discon-
nected, the IPS/UPS synchronous area of Russia and Belarus. On 16 March 2022,
the networks of Ukraine and Moldova were disconnected from IPS/UPS and syn-
chronised with Central Europe. With plans for Ukraine to shift from the Russian
grid to the European grid being already in progress, CESA synchronisation was
brought forward on an emergency basis to provide external support for the power
supply in those countries. The three Baltic states of Estonia, Latvia and Lithuania
disconnected from IPS/UPS on 8 February 2025 and on 9 February 2025 synchro-

nised with the continental grid.

Square de Mee(s 35 - 1000 Brussels - BELGIUM
eurel@eurel.org — www.eurel.org



mailto:eurel@eurel.org
http://www.eurel.org/

Convention of National Associations of Electrical Electronic and Information
Technology Engineers of Europe AISBL E “ R E I

3.2 Unique European energy sector challenges

Apart from other regions of the world there are some challenges to be considered
as unique for Europe because of their geo-political exposure and political goals set
by the European Union.

3.2.1 Energy transition

The energy transition is converting the distribution network infrastructure in a dig-
italised peer-to-peer network, integrating millions of new entities. Depending on
national goals for climate protection, the generation portfolio will change rather to
decentralised, renewable generation such as wind and PV farms with MW+ injec-
tion on high/medium voltage, yet only partially coming with grid-forming capabil-
ities. In the course of ongoing energy transition millions of private households with
small rooftop PV will join the generation portfolio along with heavy loads, such as
EV chargers or heat pumps. With permanent access to communication networks,
as a crowd these devices are becoming of systemic relevance - successful attack

on such devices could harm network operations.

However, while large scale renewables are integrated directly to system operators
OT (e.g. SCADA systems), small scale PV at low voltage level are usually not inte-
grated in any secured communication infrastructure. Cyber security usually relies
on adequate measures taken by the PV supplier and owner. Smart meter and DSO
OS infrastructure must be protected against backdoor attacks through less pro-
tected communication channels. Today only for Germany higher cyber security
requirements are in place by the mandated controllability via their smart metering
infrastructure based on a dedicated smart meter gateway as a secured communi-
cation hub®.

These challenges related to decentralization and digitalization exist across Europe
and the rest of the world today. DSOs worldwide are becoming the doorstep for

cyber-attacks on energy infrastructure.
3.2.2 Domino Effect Vulnerability

The European interconnected network is designed based on the “n-1 principle”,

that in any regular operation for every system component there is minimum one

' Solar Power Europe report: https://www.solarpowereurope.org/insights/thematic-re-
ports/solutions-for-pv-cyber-risks-to-grid-stability
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fallback component in case the intended operation fails. Yet this is guaranteeing a
high level of operational resilience, some special operational circumstances or in-
cidents may cause a temporary suspension of “n-1" resulting in a partly higher
vulnerability of this system. Apart from early attacks on the Ukrainian power sys-
tem, there is no major incident reported for any European network because of a
successful cyber-attack. However, other major incidents based on “regular” human
failure or system malfunction unveil weaknesses in the energy system that must

be corrected by countermeasures primarily.

One exemplary incident is reported for 2006. For transferring a cruise ship from
its shipyard to the North Sea a 380 kV transmission line crossing the river Ems
was powered off unplanned. In combination with human error in re-dispatching
loads for surrounding network sections this resulted in a 30 minutes black-out for
North-West Germany, the Benelux states, Switzerland, West Austria, Croatia,
France, Italy, and the Iberic Peninsula. The major takeaway from subsequent in-
vestigations was, that the operator who had to redispatch loads immediately after
powering the 380 kV line off, could not react adequately by modelling scenarios
for his intended measure so leading him to a wrong decision. Today this task could
have been conducted by more powerful IT systems and Al based digital twin mod-
elling. Still being subject to ongoing investigations for the initial failure, the hours
long black-out for the Iberic peninsula in April 2025 demonstrates the risk of a
domino effect incident for the European interconnected network. Geographical bot-
tlenecks and lagging network retrofits might be exploited by cyber-attacks to trig-

ger domino effect black-out scenarios.
3.3 Current and future threat landscape

Since the full-scale invasion of Ukraine by Russia the European energy sector, and
particularly the electricity system as a part of Europe’s critical infrastructure, is
under permanent threats of sabotage by physical damaging (various incidents in

the Baltic Sea) and cyber warfare conducted primarily by Russian entities.
3.3.1 Profiles of different threat groups targeting energy sector

Within the cybercrime industry there are two major threat groups to be considered.
While “regular” ransomware groups usually are targeting the exploitation of IT
systems weaknesses for economic reasons, there is an emerging threat by highly

professionalised APT groups targeting critical infrastructures for political reasons.
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For Germany the Federal Cyber Security Agency BSI reports 22 active APT groups
out of approximately. 100 professional cybercrime groups targeting administrative
authorities and critical infrastructures such as the energy sector?.

TSOs and DSOs are likely under permanent APT attacks to penetrate their OS
infrastructures. How much individual nations are under attack might be related to
their strategic role in the European network. Germany as the “big turntable” in the
middle might me more relevant for attackers than countries like Belgium or The
Netherlands. Ukraine of cause is a totally different case, being target of daily war-
fare and attacks on their critical infrastructure by any means. The severity and
frequency of attacks against systems can be correlated to the cascading or direct
impact of the system failure. More and more frequently attackers are looking for
maximized destruction with minimal blowback. In the case of Energy this is highly
relevant as nation state actors choose their targets in ideological but risk adverse
ways. Criminal groups target by payout likelihood. Leading to situations where
countries such as Germany which function as a major connection point between
nation states are highly targeted. However, given their membership to NATO at-
tacks may be paired down or limited to reflect warning or be monetary gain fo-
cused. Unlike Ukraine where a "Total War" mantra leaves all forms and factors of
attack available. Nation states in either of these scenarios appear to have a lower
frequency of attacks but given the interconnectedness still pose risk for a foothold
or knock on affect target. Although risk profiles vary among countries the need to
maintain a strong posture is unchanged. This context is an exercise in risk profil-

ing of assets and infrastructure for strategic priorities to form.
3.3.2 Cyber-attack methods

Apart from their motivation, the first low level attack vector is executed by untar-
geted broadcast of phishing to harvest account credentials for ransomware attacks
or malware such as zero-day exploits or ERD killers. Once any first attack was
successful, further operations will vary with their attackers goals. Commercially
oriented attackers will monetise their gains. Yet APT attacks usually turn into more

complex operations to gain their dedicated goals; data mining for espionage and

2 BSI: ,Die Lage der IT-Sicherheit in Deutschland", reporting period 2023/24
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/La-
gebericht2024.html
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blackmailing, data or system corruption for sabotage including OT systems infil-
tration. With the emerging use of cloud applications, all actions are expected to
target moreover cloud service providers and their infrastructure for backdoor at-

tacks on critical infrastructures.
3.3.3 Complementary attacks

Recent attacks on administrative authorities and critical infrastructures are report-
edly accompanied by significant campaigns of disinformation and propaganda, uti-
lising commonly easy access to social media channels for quick broadcast and long-
lasting impressions. While the primary goal is to exaggerate their gains, some
disinformation campaigns intend to generate massive third-party interactions
overburdening those entities fighting the original attack. As an intermediate attack
vector among cyber and physical attack, lately the use of drones against critical
infrastructures is reported. So far drone intrusions to critical infrastructure sites
are intended to stress physical defence mechanisms, yet FPV drones are capable
to spy out vulnerabilities of physical infrastructures and will most likely turn into a
risk for remote cyber-attacks “on the fly”. Therefore in future all cyber defence
regimes shall include complex multi-vector threat measures for full protection of

critical infrastructures.
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4 Cyber Regulation Frameworks

4.1 Brief on related standards (including the unique Israeli Cyber Regu-

latory Framework)

IEC 62443 Standard

Purpose
ISA/IEC 62443 is an international series of standards developed by the Interna-

tional Electrotechnical Commission (IEC) for cybersecurity in Industrial Automa-

tion and Control Systems (IACS). The primary purpose of IEC 62443 is to safe-

guard industrial environments from escalating cyber threats.

Brief

IEC 62443 mitigates cyberattacks through a structured framework that includes:

Layered Security Approach
Network Segmentation

Risk Assessment

Defining Zones and Conduits
Regular Reviews

Leveraging Advanced Technologies

Structure of IEC 62443 standard

The IEC 62443 series is grouped in 4 main categories:
1. General (IEC 62443-1): Provides an overview of the IEC 62443 security

process and covers the standard terms, concepts, and models.

. Policies and Procedures (IEC 62443-2): Guides to the establishment of

policies, procedures, and management practices. It outlines the requirement
for the end user or asset owner to develop and implement security manage-

ment systems.

. System (IEC 62443-3): This category is the heart of the standard for elec-

tricity asset owners. It addresses security requirements at the system level

to design and implement a secure IACS. It involves risk assessment, system
design, and the application of security technologies in IACS environments.
Component (IEC 62443-4): Describes the development life cycle require-

ments, technical functionality and security requirements at the component

level.
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Key Components and Requirements of IEC 62443
IEC 62443 Security Levels (SL)

IEC 62443 includes 4 security levels (SL) according to risks in IACS:

e SL 1: Protects against casual or coincidental violation. This level guards
from unintentional, and non-malicious human errors.

e SL 2: Protects against intentional violation using simple means. This level
defends against threats posed by individuals with low motivation, resources,
basic tools and techniques.

e SL 3: Protects against intentional violation using sophisticated means. This
level saves from attacks by individuals with moderate resources, and moti-
vated adversaries using advanced tools.

e SL 4: Protects against intentional violation using advanced means with ex-
tended resources. This level shields from advanced threats that could have

a destructive impact.

Foundational requirements of IEC 62443 compliance
Each security level is associated with seven foundational requirements:

1. Identification and Authentication Control: Every user, including hu-
mans, software processes, devices and other entities, should be identified
and authenticated before accessing the IACS system.

2. Use Control: Every authenticated user should be granted assigned privi-
leges to perform requested actions on the system.

3. System Integrity: System’s integrity is maintained by protecting it from
unauthorized users and changes.

4. Data Confidentiality: Sensitive & confidential information is protected
from unauthorized access.

5. Restricted Data Flow: IACS is prevented from data flow/leakage in vari-
ous zones through segmentation.

6. Timely Response to Events: Prompt response to security incidents and
appropriate actions are taken.

7. Resource Availability: Essential resources are maintained and remain

available during an attack to avoid degradation of services.

13
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Best Practices for IEC 62443 Compliance

IEC 62443 provides precise guidance on maintaining secure development of IACS.
Complying with IEC 62443 involves a systematic approach that includes the fol-
lowing:

1. Risk Assessment: Conduct a comprehensive risk assessment to identify
the company’s risks, determine appropriate security levels and know the
critical assets.

2. Developing Security Plan: Develop a security plan that outlines the ob-
jectives to secure the IACS.

3. Multi-layered Security Approach: Utilize a multi-layered security ap-
proach that combines physical, network, and application-level controls to
protect from various threats.

4. Establish Zones and Conduits: Segment networks into zones and con-
duits to reduce the possibility of potential breaches. This approach controls
access and manages the flow of information.

5. Implementation of Security Controls: Mitigate the identified risks by im-
plementing appropriate security controls.

6. Verification of Security Controls: Verify that the security controls are
implemented correctly and are effective in mitigating the risks.

7. Regular Audits and Assessments: Conduct periodic security audits and
risk assessments to identify and address vulnerabilities.

8. Continuous Monitoring: Implement continuous monitoring and testing of
security controls to detect and respond to potential new threats in real time.

9. Training and Awareness: Promote cybersecurity awareness among em-

ployees and provide training on best cybersecurity practices.

Benefits
e Main benefit: Global Recognition - Adopted and referenced by govern-
ments and industries worldwide. Becoming a de facto standard for indus-
trial cybersecurity. The ISA/IEC 62443 series of standards is currently rec-
ognized for establishing the best practices for securing industrial environ-

ments.

Summary of key advantages:
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1. Comprehensive Security Framework - Covers all lifecycle stages: de-
sign, implementation, operation, and maintenance.

2. Defense-in-Depth Strategy - Encourages layered security through seg-
mentation, firewalls, access control, and monitoring.

3. Promotes least privilege access - Minimizes insider threats and unauthor-
ized access.

4. Risk Management Approach - Helps organizations prioritize cybersecurity
investments based on risk levels.

5. Secure Supply Chains - Includes requirements for secure development
practices. Promotes transparency and accountability across vendors and in-

tegrators.

European Union's Network Code on Cybersecurity (NCCS)

Purpose

The European Union's Network Code on Cybersecurity (NCCS) is a regulatory
framework designed to enhance the cyber resilience of the EU's critical energy
infrastructure, particularly within the electricity sector. This code aims to estab-

lish a unified cross-border approach to cybersecurity in Europe.

Brief
Key Objectives of the NCCS:

1. Define Risk Assessment Criteria: Set common criteria for performing risk

assessments based on electricity cross-border risk scenarios.

2. Promote a Unified Cybersecurity Framework: Foster a common mini-
mum cybersecurity level across the Union.

3. Implement Verification Rules: Provide verification rules to assess the
application of both minimum and advanced cybersecurity controls.

4. Facilitate Information Sharing: Establish systems for the collection and
sharing of essential information related to cross-border electricity flows. In
addition, ensure the protection of information exchanged.

5. Develop Incident Response Processes: Create processes to identify,
classify, and respond to cross-border cybersecurity incidents.

6. Establish Crisis Management Protocols: Set up crisis management pro-

cesses to handle cybersecurity incidents of cross-border relevance.
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7. Standardize Cybersecurity Exercises: Define common principles for cy-
bersecurity exercises to improve risk preparedness.

8. Ensure Innovation-Friendly Procurement: Guarantee that cybersecu-
rity procurement requirements relevant to cross-border electricity flows do

not hinder innovation or the adoption of hew systems and procedures.

Scope and Applicability

The NCCS applies to a wide range of actors and stakeholders within the electric
energy ecosystem whose activities have a direct or indirect cybersecurity impact
on cross-border electricity flows. It does not apply to micro or small enterprises
(staff fewer than 10 people, and annual turnover and/or balance sheet not exceed-
ing €2 million), unless they are deemed critical-impact or high-impact. High-im-
pact and critical-impact entities are required to implement cybersecurity risk man-
agement measures, including establishing Security Operations Center (SOC) ca-
pabilities, intrusion detection, vulnerability scanning, information sharing, and in-
cident response mechanisms. The European Union Agency for the Cooperation
of Energy Regulators (ACER) is responsible for monitoring the implementation of
the NCCS.

Risk Assessments and Management
The NCCS mandates three types of macro-level cybersecurity risk assessments:

o« Union-wide Assessments: Conducted to identify, analyze, and evaluate
potential consequences of cyber-attacks affecting the operational security
of the electricity system and disrupting cross-border electricity flows.

o« Regional Assessments: Focused on specific regions within the EU to ad-
dress localized cybersecurity risks.

e Member State-level Assessments: Conducted by individual EU Member

States to address national cybersecurity concerns.

Incident Reporting and Crisis Management

The NCCS establishes protocols for detecting and managing cyber-attacks, threats,
and unpatched actively exploited vulnerabilities. Reportable incidents must be re-
ported to the national Computer Security Incident Response Team (CSIRT) within
four hours. Entities are also required to develop crisis management plans and par-

ticipate in cybersecurity exercises to enhance preparedness capabilities.
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Supply Chain Security and Procurement

The NCCS mandates the development of harmonized cybersecurity procurement
requirements. These requirements are intended for high-impact entities to use in
their procurement processes for industrial products, services, and processes, en-

suring that cybersecurity considerations are integrated into the supply chain.

Information Protection and Sharing
The NCCS outlines principles for safeguarding confidential data exchanged. It es-
tablishes mechanisms to share information, including methods for anonymizing

and aggregating data, to facilitate collaboration while maintaining confidentiality.

Benefits
The main benefit of adopting the NCCS is to strengthen the cybersecurity and
resilience of cross-border electricity infrastructure across the European Un-

ion.

Summary of key advantages:

1. Improved Cyber Resilience
e It sets harmonized rules and requirements to ensure high cybersecurity
standards across Transmission System Operators (TSOs), Regional Coor-
dination Centres (RCCs), and other critical actors in the electricity sector.

e Reduces the risk and impact of cyberattacks on the electricity grid.

2. Cross-Border Coordination
o Ensures consistent and coordinated responses to cybersecurity threats,
which is crucial for interconnected EU electricity networks.
o Facilitates faster, standardized information sharing and incident reporting

between Member States and operators.

3. Common Security Requirements
o Establishes a baseline for cybersecurity governance, including risk man-

agement, security policies, and supply chain security.

4. Increased Trust & Investment Confidence
e A more secure and stable grid enhances trust in the market, encouraging
investment in digitalization and smart grid technologies.

European Network and Information Security (NIS2)
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Purpose
The European Network and Information Security (NIS2) directive outlines cyber-

security requirements for organizations operating in the European Union (EU) to
ensure that there is a high, common level of protection across Member States. It
is designed to ensure the resilience of critical industries to safeguard European
infrastructures and avoid a domino effect in case of major cyberattacks. NIS2
makes compliance mandatory by imposing significant financial penalties, estab-
lishing senior management’s liability, and reinforcing the role of local cybersecurity
agencies to monitor and control organizations.
Brief
Cybersecurity measures that Essential Entities (e.g., energy, transport, health, fi-
nance, public administration) must comply with are defined by each Member State
in their national transposition of the directive. However, NIS2 imposes a risk man-
agement approach with a list of basic security measures to implement:
e Risk analysis and information system security policies.
e Incident handling, including prevention, detection, response, and recovery.
e Business continuity measures, such as backups, disaster recovery and crisis
management.
e Supply chain security, including security-related aspects concerning the re-
lationships between each entity and its direct suppliers or service providers.
e Security in network and information systems acquisition, development, and
maintenance, including vulnerability handling and disclosure.
e Policies and procedures to assess the effectiveness of cybersecurity risk-
management measures.
e Basic cyber hygiene practices and cybersecurity training.
e Policies and procedures regarding the use of cryptography and encryption.
e Human resources security, access control policies, and asset management.
e Use of multifactor authentication, secured voice, video, and text communi-

cations, and secured emergency communication within the entity.

Reporting obligations

To maintain compliance, entities must notify the local Computer Security Incident
Response Team (CSIRT) or any other competent authority in their country accord-
ing to a three-phase timeline once an incident has occurred: Early warning (24

hours), Incident notification (72 hours), Final report (1 month).
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Compliance control

The NIS2 directive requires each Member State to designate at least one compe-
tent authority to drive the implementation of the directive in the country and mon-
itor the compliance of entities within the directive’s scope. CSIRTs must also be
established to monitor and analyze threats and incidents, collect forensic data,

alert entities and other relevant stakeholders, and aid when needed.

Penalties for Noncompliance

NIS2 imposes a common sanctions regime designed to be effective, proportionate,
and dissuasive. Organizations might face fines up to €10 million or 2% of global
annual revenue (whichever is higher). Sanctions are imposed in addition to the
audits, inspections, and controls and can range from simple warnings to orders to
cease conduct, orders to implement measures, orders to inform the public, admin-

istrative fines, and more.

In addition, Essential Entities can see their certification or authorization to operate
suspended. The authority can also designate a monitoring officer to oversee the
compliance. Senior managers can be personally held liable for infringements. They
are required to approve the cybersecurity measures taken, oversee their imple-
mentation, attend training, and offer similar training to employees. Both Essential

and Important Entities face significant financial fines when proven noncompliant.

Benefits
The main benefit of adopting the NIS2 Directive is: Improved cybersecurity

and resilience across critical sectors in the EU.

Summary of key advantages:

1. Stronger security standards - NIS2 sets out stricter and more harmo-
nized cybersecurity requirements for companies and organizations in critical
sectors like energy, healthcare, transport, digital infrastructure, etc.

2. Wider scope - It expands the list of sectors and entities that must comply,
including medium and large companies that are vital for the economy and
society.

3. Better cooperation and coordination - It enhances cooperation between

EU member states, particularly in the case of cross-border cyber incidents.
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4. Greater accountability - NIS2 introduces stricter supervisory measures,
enforcement, and penalties for non-compliance, pushing organizations to
take cybersecurity seriously at the management level.

5. Risk reduction and incident response - Organizations are better pre-
pared to prevent and respond to cyber threats, reducing the overall impact

of cyberattacks.

Regional Cooperation Mechanisms

Purpose

The main purpose of Regional Cooperation Mechanisms is to enhance coordination
and integration between countries to ensure a secure, reliable, efficient, and sus-
tainable electricity system across Europe.

Brief

In relevance to Cybersecurity aspects, the key mechanisms driving the regional
cooperation of the European Union are:

Information sharing

Grid operators, energy producers, and market participants share information un-
der the following frameworks:

e Clean Energy for All Europeans (2019): Energy policy and provisions for
improving information transparency.

e Electricity Regulation (EU) 943/2019: Sharing information between
Transmission System Operators (TSOs), market participants, and regulatory
authorities.

e EU Network of Transmission System Operators for Electricity (EN-
TSO-E): TSOs and public access to information on generation, consump-
tion, interconnections, and outages and operational data on grid stability,
capacity, and congestion.

e EPEX SPOT: European Power Exchange, which operates day-ahead and in-

traday electricity markets

Types of Information Shared
¢ Market Information: Real-time and forecasted prices, demand forecasts,

generation schedules, and market-clearing prices.
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¢ Grid Information: Transmission grid conditions, available transmission ca-
pacity and system stability that are essential for grid balancing and conges-
tion management.

¢ Balancing Data: Information on balancing power exchanges and reserve

capacity requirements.

Data Privacy and Security
While transparency is encouraged, data protection regulations (like GDPR) ensure
that certain commercially sensitive information is shared securely. Market partici-
pants and operators need to adhere to these regulations when exchanging data.
o Cybersecurity: Given the critical nature of electricity infrastructure, infor-
mation sharing must also ensure that sensitive data is protected from cyber
threats. This includes encrypted communication channels, secure data stor-

age, and robust access control measures.

Incident response
Cybersecurity is a major component of the European incident response

framework. TSOs and electricity providers must adhere to the EU’s Network and
Information Systems (NIS) Directive. In addition, ENTSO-E and national authori-
ties share information regarding cybersecurity threats and coordinate responses
to prevent or mitigate cyber-attacks. The following protocols govern the incident
response: Recovery procedures including load shedding, frequency control, and
generation rescheduling to stabilize the grid and real-time information exchange.

responses; and Emergency electricity transfers.

Training and Simulations
TSOs and ENTSO-E regularly conduct simulations and joint exercises to test the

effectiveness of incident response procedures, focusing on both physical grid dis-

ruptions and cybersecurity incidents.

Mutual assistance frameworks
Collaborative efforts between countries during demand spikes, system imbalances,
or energy shortages include cross-border electricity trade, backup energy supply

agreements, and coordinated grid management.

Cross-border testing requirements
These requirements are typically guided by the ENTSO-E and the European Union

Agency for the Cooperation of Energy Regulators (ACER). Main test fields are
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Resilience, Coordination Among Operators, Cross-Border Energy Flow Control,

Compliance with EU Regulations, Infrastructure and Market Integration.

One critical field of testing is Cybersecurity:
Cybersecurity and Protection Testing: Joint exercises often include testing the
cybersecurity measures in place to prevent malicious attacks on cross-border sys-

tems, ensuring that information exchange between grids is secure and reliable.

Benefits
The main benefit of Regional Cooperation Mechanisms is: Enhanced cross-border

coordination and efficiency in energy planning and system operation.

Summary of key advantages:

1. Grid Stability & Reliability: Help synchronize national electricity grids,
improving stability and reducing the risk of blackouts across countries.

2. Cost Efficiency: Coordinated investment planning avoids duplication, opti-
mizes resource allocation, and reduces infrastructure costs.

3. Integration of Renewables: By pooling resources and balancing supply
and demand across borders, it makes it easier to integrate variable renew-
able energy like wind and solar.

4. Energy Security: Cross-border cooperation ensures that electricity can
flow where it's needed most, especially during supply shortages or crises.

5. Market Efficiency: Supports the development of an integrated internal en-

ergy market, leading to better services for consumers.

NIST Cybersecurity Framework (CSF)

Purpose
The NIST Cybersecurity Framework (CSF) is a risk-based framework designed

to help organizations manage and reduce cybersecurity risks. It provides a struc-
tured approach to identifying, protecting, detecting, responding to, and recovering
from cyber threats. The NIST SP 800-82 OT Overlay was developed to provide
tailored cybersecurity guidance for Operational Technology environments. Its pri-
mary goal is to help organizations apply the NIST Risk Management Framework
(RMF) and NIST SP 800-53 security controls in a way that respects the unique
operational, safety, and reliability constraints of OT systems. The overlay ensures
that cybersecurity measures do not compromise the physical processes these sys-
tems control.
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Brief

The OT Overlay introduces a risk-based approach to securing OT environments by

adapting traditional IT security controls to the realities of industrial operations.

Key elements include:

o Expanded Scope: Covers not only ICS but also Building Management Sys-
tems (BMS), Distributed Control Systems (DCS), and other OT assets.

e Control Tailoring: Maps and modifies NIST SP 800-53 controls to fit OT-
specific needs, such as real-time performance, deterministic behavior, and
physical safety.

o« Threat Modeling: Updates threat profiles to reflect modern risks like ran-
somware, supply chain attacks, and remote access vulnerabilities.

o System Categorization: Helps organizations classify OT systems by im-
pact level (low, moderate, high) and apply appropriate controls.

o Integration with RMF: Alighs with the six-step RMF process—categorize,
select, implement, assess, authorize, and monitor—tailored for OT.

o Operational Constraints: Recognizes that some controls (e.g., patching,

rebooting) may be impractical in OT and offers compensating strategies.

The overlay also emphasizes the importance of physical security, personnel train-
ing, incident response, and supply chain risk management in OT environments.
The OT Overlay is applied across the entire lifecycle of power systems, from gen-

eration to transmission, substation automation, and distribution.

Key use cases include:

e SCADA and DCS Protection: Tailored controls secure supervisory systems
and distributed control networks that manage grid operations.

o Substation Security: Physical and logical safeguards are implemented to
protect substations from remote and insider threats.

o Grid Segmentation: The Purdue Model is used to isolate OT zones, limiting
lateral movement and containing breaches.

« Incident Response Planning: Utilities develop playbooks and recovery
strategies specific to OT disruptions.

o Supply Chain Risk Management: The overlay guides evaluation of third-

party components and firmware integrity.
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e RMF Integration: Utilities apply the overlay within RMF to ensure contin-

uous monitoring and authorization of OT systems.

Key Challenges include:

o Legacy Infrastructure: Many OT systems lack support for modern security
features and cannot be easily upgraded.

o Operational Constraints: Downtime for patching or testing may be unac-
ceptable in critical energy operations.

e Resource Gaps: Smaller utilities may struggle with limited cybersecurity
staff and budgets.

o Complex Risk Assessment: Accurately categorizing OT systems and se-
lecting controls requires deep domain expertise.

o Supply Chain Exposure: Ensuring vendor compliance and managing third-
party risks is complex and ongoing.

e Cultural Divide: IT and OT teams often operate in silos, making collabora-
tion and unified governance difficult.

o« Evolving Threats: Nation-state actors and advanced persistent threats

(APTs) increasingly target energy infrastructure.

Benefits
Implementing the OT Overlay provides several strategic and operational ad-
vantages:
« Improved Resilience: Enhances the ability of OT systems to withstand
and recover from cyberattacks without compromising safety or uptime.
« Defense-in-Depth: Promotes layered security architectures, reducing sin-
gle points of failure and limiting attacker movement.
o Risk Prioritization: Enables organizations to focus resources on high-im-
pact systems and vulnerabilities.
e Vendor Accountability: Encourages secure procurement practices and
supply chain transparency.
« Workforce Readiness: Supports cybersecurity training for OT personnel,
bridging the gap between IT and OT cultures.
« Regulatory Alignment: Helps meet co’ mpliance requirements for energy
sector regulations (e.g., NERC CIP, ISA/IEC 62443).

Summary of key advantages:
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1. Risk Management Focus
o Help organizations identify, assess, and prioritize cybersecurity risks.
e Encourages informed decision-making on where to allocate resources.
2. Customizable and Scalable
e Can be tailored to organizations of any size, sector, or maturity level.
e Supports integration with existing risk management and compliance pro-
grams.
3. Support Regulatory and Compliance Needs
e Aligns well with many regulatory standards (e.g., HIPAA, FISMA, ISO
27001), making compliance easier to achieve.
4. Continuous Improvement
e Encourages ongoing assessment and enhancement of cybersecurity posture

through its core functions: Identify, Protect, Detect, Respond, Recover.

North American Electric Reliability Corporation Critical Infrastructure Pro-
tection (NERC CIP)

Purpose
The NERC CIP plan is a set of standards aimed at regulating, enforcing, monitoring

and managing the security of the Bulk Electric System (BES) in North America. It
applies specifically to cybersecurity aspects. NERC CIP includes the United States,
several provinces in Canada and one state in Mexico. NERC CIP governs critical
infrastructure of all entities that materially impact the reliability of BES. These en-
tities include owners, operators and users of any part of the system. These stand-

ards carry the force of regulations, meaning they are required by law.

Brief
Requirements under NERC CIP

The NERC CIP standards require utility companies in North America to establish

and adhere to a baseline set of cybersecurity measures. The goal is to ensure that
appropriate security controls are in place to protect BES and its users and custom-
ers from all threats that may affect its timely and effective functioning. These
threats may include cyber-attacks, cyber vandalism or acts of cyberterrorism. En-
tities must identify critical assets and regularly perform a risk analysis of those
assets. They must also define policies for monitoring and changing the configura-
tion of critical assets and for governing access to those assets.
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In addition, NERC CIP requires the use of cyber measures to block vulnerable com-
munications, enforcement of IT controls to protect access to critical cyber assets,
monitoring security events and implementation of contingency plans to respond to
cyber-attacks, natural disasters and other unplanned events that may affect the
functioning of BES.

Importance of NERC CIP compliance

NERC and its regional bodies are guided through the NERC's Compliance Monitor-
ing and Enforcement Program which tracks, assesses and enforces the uniform
compliance of covered entities via regular audits and spot checks. Failure to comply
may result in monetary fines, sanctions or other actions. Penalties may vary from

country to country since NERC is a transnational organization.

Fundamental requirements of NERC CIP compliance

The fundamental standards under NERC CIP specify the requirements that utilities
must follow to identify critical assets, create control mechanisms, enforce the log-
ical and physical security of their systems, and recover any affected assets follow-

ing a cybersecurity incident. The current standards are explained in short below:

NERC CIP-002-5.1a: BES Cyber System Categorization

This standard is aimed at identifying and categorizing BES Cyber Systems, also
known as BES Cyber Assets. Categorization involves grading various BES Cyber
Systems based on the impact of any interruption on reliable electricity supply.
Rather than the cause, it is the length of interruption that matters. Under this
standard, Cyber Assets are broadly categorized as: Electronic Access Control or
Monitoring Systems, Physical Access Control Systems (PACS) and Protected Cyber

Assets.

NERC CIP-003-8: Security Management Controls

The goal of this standard is to establish clear accountability to protect North Amer-
ican BES Cyber Systems. Accountability is achieved by delegating authority and
identifying a senior manager to develop policies around consistent and sustainable
security management controls. The standard also includes provisions regarding

emergency situations.

NERC CIP-004-6: Personnel & Training

This standard focuses on the training of staff and contractors. Training consists of
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programs for personnel risk assessment, access management, and revocation or

removal of personnel access privileges.

NERC CIP-005-6: Electronic Security Perimeter(s)

This standard focuses on controlling network access to critical assets. It requires
entities to create Electronic Security Perimeters (ESPs) around Cyber Assets in or-
der to create a virtual barrier through which data flows can be monitored. Assets
located outside the ESP must enter the network through a specified Electronic Ac-
cess Point. Entities must monitor and maintain network segments, employ
data encryption and control all remote access, especially by vendors and other

third parties.

NERC CIP-006-6: Physical Security of BES Cyber Systems

This standard addresses controls for a physical security plan. It deals with re-
striction of physical access through operational and procedural controls, guidelines
to manage visitors, including the provision of escorts and the maintenance of a

detailed visitor log, and regular test of the Physical Security Perimeter.

NERC CIP-007-6: System Security Management

This standard defines the technical, operational and procedural elements to secure
all systems within ESPs, including critical and noncritical Cyber Assets. These ele-
ments include ports and services, security patches, malicious code prevention, se-

curity event monitoring and system access controls.

NERC CIP-008-6: Incidence Reporting and Response Planning

This standard prepares entities for cyber incidents and provides guidelines on how
to respond to them with a cybersecurity incident response plan. It helps with the
identification, classification, response, reporting and documentation of incidents

related to critical cybersecurity assets.

NERC CIP-009-6: Recovery Plans for BES Cyber Systems

This standard addresses how entities can recover from a cybersecurity incident
that has affected the functioning of BES cybersecurity systems. It ensures that a
recovery plan is in place and that entities are following established plans for dis-

aster recovery and business continuity.

NERC CIP-010-3: Configuration Change Management and Vulnerability
Assessments
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This standard outlines the security policy requirements to prevent and detect any
unauthorized changes to Cyber Systems. Compliance areas include configuration

change management, configuration monitoring and vulnerability assessments.

NERC CIP-011-2: Information Protection

This standard specifies the requirements to identify information that could impact
the functioning of BES if it is maliciously misused, compromised or stolen. It also
specifies protocols for information protection, asset reuse and disposal.

NERC CIP-013-2: Supply Chain Risk Management

Mitigates cybersecurity risks to the Bulk Electric System (BES) by requiring entities
to implement security controls focused on supply chain risk management. Applies
to BES Cyber Systems and mandates planning, implementation, and review of

supply chain cybersecurity practices for vendors and service providers.

NERC CIP-014-3: Physical Security

Enhances physical security of critical BES facilities to reduce risks from physical
attacks. Requires identification of transmission stations and substations critical to
grid reliability, followed by vulnerability assessments and implementation of phys-

ical security plans.

NERC CIP-015-1: Internal Network Security Monitoring (Future Enforce-
ment)

Introduces requirements for monitoring internal network traffic to detect malicious
activity within BES Cyber Systems. Entities will need to deploy network monitoring

tools and establish procedures for analyzing and responding to internal threats.

Benefits
The main benefit of adopting NERC CIP is: Enhanced cybersecurity and relia-
bility of the Bulk Electric System

Summary of key advantages:

1. Protection Against Cyber Threats: NERC CIP helps utilities safeguard
critical cyber assets from threats like malware, ransomware, and unauthor-
ized access, reducing the risk of cyberattacks.

2. Regulatory Compliance: It ensures that organizations meet regulatory

requirements, avoiding fines and maintaining their license to operate.
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3. Improved Incident Response: With structured plans and reporting re-
quirements, utilities can respond more effectively to security incidents, min-
imizing downtime.

4. Risk Management and Resilience: Implementing NERC CIP fosters a cul-
ture of risk awareness and resilience, improving preparedness for both phys-
ical and cyber disruptions.

5. Trust and Reputation: Following NERC CIP shows commitment to protect-
ing the power grid, building trust with customers, stakeholders, and regula-

tors.

Energy Sector in ISRAEL - Cyber Requlatory Framework
Introduction

It is worth reflecting on the unique regulatory approach implemented in Israel.

Israel's energy sector is designated as critical infrastructure, making it a top pri-
ority for national cybersecurity policy. Israel’s power grid operates as an electrical
island, isolated from its neighbouring countries; consequently, the cybersecurity
resilience of the electricity sector constitutes a primary parameter in the national
threat assessment. The Israeli cyber regulation landscape is shaped by a combi-
nation of legislative acts, government resolutions, and regulatory guidelines aimed
at protecting national security, critical infrastructure, and personal data in cyber-
space. The regulatory authority, referred to as the Israel National Cyber Direc-
torate (INCD), is governed by statutory law and functions under the auspices of
the Prime Minister’s Office. The INCD coordinates the national cyber defense strat-
egy, coordinates between energy providers and emergency teams and provides
incident response support and sector-specific guidance. Under the directive of the
INCD, the mandatory standard governing the electricity sector is uniquely tailored
to the State of Israel and is known as RIMON. It is a risk-based, sector-specific
regulatory model. The standard comprises a repository of approximately 1,000
controls. Core components include Cyber Risk Assessment, Baseline Security Con-
trols, Incident Reporting Protocols and Cyber Resilience Testing. The greater the
impact of a given electricity entity on the national power chain, the more controls

it is required to comply with.
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RIMON key principles:

Principle Description

Organizations are categorized by cyber risk level and required to adopt
Risk-Based controls accordingly. Entities designated as critical infrastructure must
Approach comply with RIMON directives. Utilities must report incidents to INCD

and participate in national cyber drills.

Energy providers, especially electricity and gas utilities, are required to

comply with RIMON directives. INCD issues sector-specific cybersecu-
Sector-Spe- . . . . . o
rity requirements for energy, including SCADA/ICS protection, incident

cific Guidance ] ) _ _
response, and supply chain security. The INCD monitors compliance,

provides technical support, and conducts audits.

. Cyber requirements are scaled with the organization’s criticality and
Proportional
i exposure. Non-critical organizations are encouraged to adopt RIMON as
Regulation _
a best-practice framework.

Continuous Emphasis on regular assessments, updates, and cyber maturity devel-

Improvement |opment.

RIMON Enforcement principles:
The INCD enforces the RIMON cyber guidance primarily through a combination of
regulatory oversight, sectoral coordination, and strategic influence - rather than

through punitive enforcement mechanisms:

Mandatory Compliance with Critical Infrastructure

e Energy sector entities designated as critical infrastructure are legally re-
quired to implement RIMON-alighed cybersecurity controls.

e These entities receive directives from the INCD, which are binding under
national security regulations.

Categorization and Tailored Controls

e INCD classifies organizations into risk categories based on:
o National importance
o Exposure to cyber threats
o Operational complexity
o Each category has a customized set of controls and implementation expec-

tations.

Technical Audits and Monitoring
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e INCD conducts technical audits, penetration tests, and compliance reviews
for high-risk organizations.
o It may deploy cyber threat intelligence tools and sensors to monitor critical

systems in real time.

Incident Reporting and Coordination

e Organizations must report cyber incidents to the INCD within defined
timeframes.
o INCD coordinates national-level response efforts, including mitigation, at-

tribution, and recovery.

Capacity Building and Support

e INCD provides:
o Toolkits for implementation
o Training programs for CISOs and IT/OT staff
o Threat intelligence sharing platforms
e This support ensures that even smaller or less-resourced organizations can

meet RIMON requirements.

Soft Enforcement for Non-Critical Entities

e For non-critical entities, RIMON is recommended but not mandatory.
e INCD promotes adoption through:

o Public-private partnerships

o Awareness campaigns

o Voluntary compliance incentives

4.2 NIS2 Directive Implementation

In the dynamic field of cybersecurity, the NIS2 Directive emerges as a crucial reg-
ulatory move in Europe, urging electricity companies to enhance their defenses.
Serving as the backbone of society, these companies face increased scrutiny under
this directive, aimed at protecting critical infrastructure from escalating threats.
NIS2's expanded scope and strict requirements transform compliance from a mere
legal obligation into a strategic imperative. NIS2 introduces significant changes in
five key areas: expanded scope and definitions, enhanced cyber resilience obliga-
tions, accountability and corporate responsibility, supply chain security, and the
emphasis on risk analysis and incident management. Each area presents distinct

challenges and opportunities for electricity companies to adapt to evolving
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cybersecurity demands. Understanding NIS2 is essential for stakeholders seeking
to meet its standards and leverage its provisions to strengthen their cybersecurity

posture.

This analysis explores the complexities of NIS2 implementation in the European
electricity sector, addressing various challenges and identifying success factors.
By assessing both obstacles and opportunities, the review aims to provide insights
into effective compliance strategies, resource management, and organizational

change, as well as the risks linked to non-compliance.

Overview of NIS2 Directive

The NIS2 Directive marks a significant evolution in the European Union's approach
to cybersecurity, aiming to fortify defenses across its member states and replace
the previous NIS Directive. This updated policy expands the number of sectors it
covers from 7 to 18, reflecting a more comprehensive take on cybersecurity
threats that have grown in complexity and scope. Organizations under NIS2 are
tasked with advancing their cybersecurity capabilities, not only to avert sanctions
but primarily to strengthen their security resilience against a myriad of digital
threats. The directive sets itself apart with its commitment to cohesive and robust
cybersecurity practices, intended to safeguard essential services against growing

cyber threats.

The main European bodies responsible for cybersecurity regulation

Entity Role in Cyber Regulation

European Commission (EC) Drafts legislation (like NIS2), monitors implemen-
tation across Member States, and proposes up-
dates.

European Union Agency for Provides guidance, technical expertise, best prac-

Cybersecurity (ENISA) tices; supports implementation of NIS/NIS2 and in-
cident response coordination.

European Cybercrime Centre Focuses on fighting cybercrime, operational support

(EC3) at Europol to Member States and investigations.

Computer Emergency Re- Protects EU institutions’ own networks and shares

sponse Team for the EU Insti- threat intelligence.

tutions (CERT-EU)
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Entity Role in Cyber Regulation

European Data Protection Overseas GDPR enforcement; interfaces with cy-
Board (EDPB) bersecurity when incidents involve personal data

breaches.

Member States’ National Each country designates its own NIS2 authority to
Competent Authorities supervise compliance (e.g., BSI in Germany, ANSSI
(NCAs) in France).

CSIRTs Network National CSIRTs coordinate across Europe for inci-

dent reporting and response.

CERT-EU

N

European Commission

____'_,__,-o—" "‘-h-\_\_\___\_
/_H-o-'-"" H\
. . \
EMISA EU Cybersecurity Agency European Dats Protection Board |
|

T
| /
\\H
Mational Competent Authorities

II|
|| / |
\ L1

CSIRTs Mebwork Operators of Essential and Important Entities

Examples of National Competent Authorities (NCAs)

Country Designated NIS/NIS2 Authority

Germany Federal Office for Information Security (BSI)

France ANSSI (Agence nationale de la sécurité des systémes d’information)

Netherlands National Cyber Security Centre (NCSC)

Italy ACN (Agenzia per la Cybersicurezza Nazionale)

Spain INCIBE (Instituto Nacional de Ciberseguridad) and Ministry of Eco-
nomic Affairs and Digital Transformation

Poland Ministry of Digital Affairs, with support from NASK (Research and

Academic Computer Network) as national CSIRT
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Country Designated NIS/NIS2 Authority

Belgium Centre for Cyber Security Belgium (CCB)

Sweden Swedish Civil Contingencies Agency (MSB)

Denmark Center for Cyber Security (CFCS), part of the Danish Defence Intel-
ligence Service

Austria Federal Chancellery (Bundeskanzleramt)

Ireland Department of the Environment, Climate and Communications

Greece National Cybersecurity Authority under the Ministry of Digital Gov-
ernance

Portugal National Security Office (GNS) and National Cybersecurity Center
(CNCS)

Romania National Directorate for Cyber Security (DNSC)

Finland National Cyber Security Centre Finland (part of the Finnish Transport

and Communications Agency - Traficom)

Expanded Scope and Definition Changes

NIS2’'s broadened scope mandates a significant increase in the number of organi-
zations under its cybersecurity measures, especially focusing on critical infrastruc-
ture operators like electricity companies. By expanding the sectors involved, the
directive ensures that more entities adhere to their robust cybersecurity standards,
significantly enhancing protection against cyber threats. Key to this expansion are
the more stringent incident reporting requirements, designed to ensure that secu-
rity breaches are promptly communicated and addressed. These changes not only
aim to protect society’s essential services but also ensure that they maintain op-
erational resilience under potential cyber threats, reflecting a proactive stance in

the face of increasingly sophisticated attacks.

Aspect NIS (Original Di- NIS2 (Updated Directive)
rective)
Scope Operators of Essential Expanded: Essential + Important Entities

Services (OES) + Digi- across more sectors (e.g., telecom, public

tal Service Providers administration, manufacturing, space)

(DSPs)
Security Re- “Appropriate and pro- More detailed obligations, including risk as-
quirements portionate” technical sessments, policies for handling security inci-
and organizational dents, business continuity, supply chain se-
measures curity
Incident Re- Notify without undue | Tighter timelines: initial notification within 24
porting delay hours, intermediate report within 72 hours,

final report within 1 month
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Aspect NIS (Original Di- NIS2 (Updated Directive)
rective)
Supervision & Light-touch supervi- Stronger enforcement powers: audits, bind-
Enforcement sion for DSPs, more ing instructions, fines up to €10 million or 2%
active for OES of global turnover

Governance & Cooperation Group + | Strengthened governance: Clearer roles, Eu-

Coordination CSIRTs network ropean vulnerability registry, more CSIRT
collaboration

Supply Chain Limited references Explicit requirements on supply chain risk

Security management and procurement security

Management General responsibility | Personal liability: management bodies must

Accountability approve cybersecurity risk measures and can
be held accountable

SME Exemp- No specific mention Exemptions clarified: certain SMEs are ex-

tion cluded unless they are critical to sectors

Enhanced Obligations for Cyber Resilience

To bolster cyber resilience, the NIS2 Directive imposes strict new security man-
dates. These include enhanced incident reporting and enforcement mechanisms,
particularly for critical sectors such as electricity companies. By imposing these
robust measures, NIS2 strives to achieve a high level of cybersecurity across the
EU. Entities within critical infrastructure are now compelled to implement compre-
hensive security practices, adding layers of defense and resilience against potential
cyber threats. The ultimate goal is to ensure a common security baseline that not
only deters attacks but also equips organizations with the capabilities to manage

and mitigate them efficiently.

Accountability and Corporate Responsibility

The NIS2 Directive sharpens the focus on accountability and corporate responsi-
bility by mandating stringent security requirements. This places a pronounced em-
phasis on the obligation of organizations, especially those in critical sectors like
electricity, to maintain robust cybersecurity practices. With the escalation of en-
forcement protocols, the directive underlines the gravity of corporate responsibility
in safeguarding against cyber threats. This paradigm shift highlights the need for

entities to integrate comprehensive cybersecurity strategies into their operations,
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ensuring they not only meet compliance standards but also proactively defend

against cyber incidents that could destabilize critical infrastructure.

Importance of Risk Analysis and Incident Management

Central to the NIS2 Directive is the emphasis on comprehensive risk analysis and
incident management strategies. By requiring organizations to refine their risk as-
sessment and management practices, the directive enhances their ability to fore-
see and tackle potential cybersecurity threats proactively. Moreover, it mandates
that organizations develop strong incident management protocols, ensuring effi-
cient response and recovery from breaches. This highlights the necessity of adopt-
ing an anticipatory approach to cybersecurity, aimed at achieving unified cyberse-
curity resilience across EU member states. Such practices are vital to maintaining

operational continuity and shielding essential services from cyber disruptions.

Emphasis on Supply Chain Security

The NIS2 Directive also prioritizes the security of supply chains as part of its com-
prehensive approach to cybersecurity. By imposing stricter security and reporting
requirements, the directive seeks to enhance transparency and accountability
within supply chains, which are integral to the functioning of critical sectors like
electricity. The broadened organizational scope under NIS2 implicitly underscores
the importance of securing supply chains to prevent vulnerabilities from cascading
across interconnected systems. By bolstering supply chain security, the directive
aims to ensure a uniformly high level of cybersecurity across the EU, thereby sup-

porting resilient and secure operational frameworks for essential services.

Advantages and disadvantages

Strengths Weaknesses

N Harmonized baseline requirements O Fragmentation in enforcement—different

across Member States (e.g., NIS2) countries have varying capacities/resources

N ENISA central expertise and coordina- O NIS2 leaves significant discretion to Mem-

tion ber States—leads to inconsistent implemen-
tation

N Clear obligations for critical and essen- O Administrative burden on smaller opera-

tial operators (energy, transport, health, | tors, especially in sectors newly regulated un-
digital) der NIS2
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Strengths Weaknesses

N Integration with GDPR when incidents O Overlap and confusion among authorities
involve personal data (e.g., NIS2 vs. GDPR vs. ePrivacy)

N Stronger supply chain security require- O Slow adaptation to fast-evolving threats—
ments in NIS2 regulation sometimes lags behind technolog-

ical change

N Support from EU funding instruments O Enforcement capacity varies widely; some
(e.g., Digital Europe Programme) Member States lack resources to audit effec-

tively

Beyond the mandatory NIS2 - additional instruments that operators and

states must consider:

Framework/Regulation Scope and Relevance

GDPR (General Data Protection Cyber incidents involving personal data must

Regulation) be notified to DPAs within 72 hours.

DORA (Digital Operational Resil- Financial sector-specific cybersecurity and re-

ience Act) silience requirements (banks, insurers, ICT
service providers).

CER Directive (Critical Entities Focuses on the physical and logical resilience

Resilience Directive) of critical infrastructure (complementary to
NIS2).
EU Cybersecurity Act Establishes ENISA's permanent mandate and

EU-wide cybersecurity certification schemes.
Radio Equipment Directive Introduces cybersecurity requirements for
(RED) cybersecurity provisions connected devices placed on the market.
Cyber Solidarity Act (proposed) Proposes creating a European Cyber Shield
and an emergency response reserve for

large-scale incidents.

Challenges Facing Electricity Companies

Electricity companies in Europe are currently navigating a complex regulatory land-
scape due to the implementation of the NIS2 Directive. This directive introduces a
slew of challenges to these companies, primarily through its expanded scope and
stricter security requirements. The comprehensive framework aims to enhance cy-
bersecurity measures and ensure the protection of critical infrastructure against
threats. However, meeting these new standards necessitates adjustments in op-

erations and strategy that electricity companies must carefully manage.
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Adapting to Broadened Scope

The NIS2 Directive has broadened its scope significantly compared to its prede-
cessor. This expansion means a larger number of organizations within the electric-
ity sector are now obligated to comply with its regulations. Companies must adapt
by identifying all aspects of their operations that fall under the new directive. This
broadening involves extending security measures to new parts of the organization,
which previously may not have been covered under the original NIS directive. As
a result, electricity companies must enhance their understanding of the directives
to ensure they meet the comprehensive cybersecurity standards now expected of

them.

Implementing Comprehensive Cybersecurity Measures

Implementing effective cybersecurity measures is paramount for electricity com-
panies under the NIS2 Directive. These companies must adopt ten specific risk
management procedures that demonstrate a proactive approach to combating cy-
bersecurity threats. The responsibility for directing these efforts lies with the top
management, emphasizing a culture of diligence and accountability. This includes
adhering strictly to the newly established supervisory regimes, which are designed
to enforce compliance through stringent oversight. The transition does not come
without challenges as the detailed reporting and consistent enforcement present a

significant shift from previous practices.

Ensuring Effective Incident Management

Effective incident management is a critical focus of the NIS2 Directive, aiming to
bolster cybersecurity across critical sectors like electricity. Striving to maintain the
functional integrity of such essential services, the directive imposes strict security
requirements that surpass those of its predecessor. This includes improved inci-
dent response through robust, mandated reporting obligations. Electricity compa-
nies must ensure that they have systems in place to promptly identify, report, and
respond to security incidents, fostering a swift and efficient approach to incident

management that aligns with the directive’s goals.

Navigating Enhanced Enforcement Regimes

Under NIS2, the enhanced enforcement regimes present electricity companies with

new challenges. The directive imposes more severe penalties and stronger over-

sight, which require companies to be vigilant in adhering to cybersecurity
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standards. This increased scrutiny aims to secure critical infrastructures and re-
quires electricity companies to navigate these stricter regimes with precision. En-
suring compliance in this environment becomes a priority, and companies must
adapt their strategies to align with these enforcement expectations, thereby con-
tributing to the overarching goal of heightened cybersecurity across the EU.

Organizational Resistance to Cultural Changes

The implementation of the NIS2 Directive necessitates significant organizational
change which may encounter resistance within electricity companies. With stricter
requirements and stronger reporting obligations, organizations in critical sectors
need to embrace new operational procedures. This cultural shift is essential for
safeguarding critical infrastructure from cyber threats. However, resistance can
stem from existing processes that are well ingrained in the organizational culture.
Overcoming this resistance involves a concerted effort to realign company values
and practices with the directive’s objectives, ensuring a seamless transition to

comply with NIS2’s extensive cybersecurity measures.

Core Obligations for Electric Utilities

Obligation Area
Governance & Ac-

countability

Risk Management

Measures

Incident Reporting

Business Continuity

Supply Chain Secu-
rity

Vulnerability Han-
dling

Supervision & Com-

pliance

What You Must Do

(1) Ensure management approves cybersecurity risk man-
agement measures (2) Appoint responsible persons
(3)Train management

(1) Perform risk analyses and maintain security policies (2)
Protect network and information systems (3) Implement
controls for operational technology (OT) and IT systems

(1) Notify incidents with significant impact: (1.1) Initial no-
tification within 24h (1.2) Update within 72h (1.3) Final re-
port within 1 month

- Develop contingency plans, disaster recovery, and crisis
communication plans

(1) Assess and manage risks posed by suppliers and service
providers, including cloud and telecom dependencies

(1) Monitor for vulnerabilities, report critical ones through
European databases

(1) Cooperate with audits, inspections, and enforcement ac-

tions from your NCA
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Example Compliance Measures for Electricity Sector

Category Example Measures

Governance & Pol- (1) Establish a cybersecurity governance framework (2) As-

icies sign a Chief Information Security Officer (CISO) (3) Adopt
cybersecurity policy approved by the board

Risk Management | (1) Conduct regular risk assessments covering IT and OT (2)
Update security controls based on risk appetite

Operational (1) Network segmentation between IT and OT (2) Multi-fac-

Measures tor authentication- Patch management process

Incident Response (1) Develop an incident response playbook (2) Create escala-
tion matrix for reporting to authorities and stakeholders

Business Continu- | (1) Backup and recovery testing (2) Crisis communication

ity procedures

Supply Chain Se- (1) Include cybersecurity clauses in procurement (2) Vet

curity suppliers for compliance with standards (ISO 27001, IEC
62443)

Awareness & (1) Regular staff training on cyber hygiene (2) Executive-

Training level tabletop exercises

Monitoring & De- (1) Implement intrusion detection/prevention systems (2)

tection Continuous monitoring of OT networks

NIS2 + Other Relevant Frameworks for Electric Utilities
o CER Directive (Critical Entities Resilience)
o Broader resilience planning (e.g., physical security, natural hazards)
e GDPR
o When incidents involve personal data
« ISO/IEC 27001
o Widely used framework for Information Security Management
« IEC 62443

o For securing industrial automation and control systems

Opportunities for Electricity Companies

The implementation of the NIS2 Directive presents a pivotal opportunity for elec-
tricity companies across Europe to bolster their cybersecurity defenses. As entities
operating within a critical sector, these companies play a fundamental role in main-
taining societal functions and, therefore, are a focus of the directive's enhanced

cybersecurity measures. By adhering to NIS2's stringent security requirements,
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electricity providers can significantly enhance their operational resilience against
cyber threats. Compliance with NIS2 not only aligns these companies with broader
governmental cybersecurity objectives but positions them as leaders in fostering
a secure digital infrastructure within the EU. These improvements act as safe-
guards to ensure continuity in electricity supply, thereby preventing potential dev-

astating effects such as power outages or cascading failures in the network.

Improving Resilience through NIS2

With NIS2, electricity companies have a structured framework to elevate their re-
silience against cybersecurity threats. Organizations within the scope of NIS2, in-
cluding electricity providers, must implement ten specific cybersecurity risk man-
agement measures, fortifying their defenses comprehensively. The responsibility
and accountability for cybersecurity have been elevated to the level of top man-
agement, emphasizing its strategic importance. Moreover, the introduction of a
stricter supervisory regime and harsher penalty system acts as a powerful moti-
vator for companies to prioritize cybersecurity efforts. With stronger reporting re-
quirements, electricity companies can expect heightened transparency and an abil-
ity to respond more swiftly to threats, ultimately reinforcing their resilience and

capacity to prevent catastrophic failures.
Achieving Operational Efficiency

NIS2's aspiration to enhance operational efficiency through reinforced security
measures is critical for electricity companies. The directive's robust compliance
requirements necessitate systematic improvements across various facets of cyber-
security, enabling electricity providers to streamline processes and align with high
common security standards across Europe. By focusing on critical sectors such as
electricity, NIS2 ensures infrastructural and societal functions are maintained. The
severe enforcement requirements compel companies to upgrade their cybersecu-
rity practices, fostering a proactive approach to threat management. The directive
serves as a catalyst for operational refinement, ensuring electricity companies can
deliver reliable services while safeguarding against potential interruptions like

power failures.

Leveraging Collaboration with Regulators
The success of NIS2 heavily relies on a collaborative approach between electricity
companies and regulators across EU Member States. Such collaboration is vital for
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meeting the uniform security standards NIS2 aims to achieve. Electricity compa-
nies are expected to work closely with regulatory bodies to address the stringent
security requirements and extensive reporting obligations introduced by the di-
rective. This cooperation helps manage and mitigate cyber threats, an increasing
focus of NIS2's enforcement actions. By engaging with regulators, these compa-
nies can ensure compliance with enhanced cybersecurity protocols, which are es-
sential for protecting critical infrastructures from potential attacks that could lead

to a devastating effect on national grids.

Enhancing Employee Cybersecurity Training

A core component of NIS2's implementation within electricity companies is the
emphasis on robust cybersecurity training for employees. This training is crucial
for improving understanding of risk management processes and equipping staff
with the skills to identify, assess, and address potential cyber threats effectively.
Employees must be adept in crisis management activities to minimize the impact
of incidents. Additionally, training programs should stress best practices in busi-
ness continuity and disaster recovery procedures, ensuring that critical electricity
operations remain uninterrupted during disruptions. The involvement of top man-
agement in these initiatives strengthens organizational resilience, bridging the gap

between theoretical knowledge and practical application.

Fostering Industry Peer Collaborations

Although the background information does not directly address fostering industry
peer collaborations, this aspect remains a significant opportunity under the NIS2
framework. Electricity companies can benefit tremendously from sharing the best
practices, insights, and resources with peers in the sector. Collaborative efforts
allow companies to collectively enhance their cybersecurity posture by learning
from one another's experiences and working together to address common chal-
lenges. This cooperation can lead to innovative solutions and improvements across
the industry, ultimately reinforcing protective measures in place. Industry collab-
oration, therefore, is not just a strategic advantage but a necessity for companies

striving to meet NIS2's ambitious security standards.

Potential Success Factors

The implementation of the NIS2 Directive in Europe is a significant step in enhanc-

ing cybersecurity standards across the European Union. By expanding its scope
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and introducing stricter security requirements, NIS2 aims to fortify the digital re-
silience of organizations operating in critical sectors. A key success factor lies in
the directive's broader scope, which now encompasses a wider range of organiza-
tions. This change ensures a collective improvement in cybersecurity practices
across different entities, contributing to an elevated level of protection against
cyber threats. Moreover, NIS2's robust reporting and enforcement measures are
designed to maintain a high standard of cybersecurity standards, supporting EU

Member States in sustaining a strong defense posture across the region.
Effectively Navigating New Requirements

Navigating the new requirements set forth by the NIS2 Directive is a critical chal-
lenge and an opportunity for organizations, especially those in the electricity sec-
tor. With its stricter security mandates, the directive demands a comprehensive
overhaul of existing cybersecurity protocols. Enhanced reporting obligations re-
quire timely and consistent disclosure of incidents, ensuring that information re-
lated to cybersecurity threats is promptly shared. This level of transparency is
beneficial for pre-emptive threat mitigation across the EU. Furthermore, by broad-
ening its scope to include additional critical sectors, NIS2 enhances the overall
security landscape through a more inclusive regulatory framework, encouraging
organizations to adopt a unified approach to tackle cybersecurity challenges head-

on.

Proactive Compliance Strategies

Organizations must develop proactive strategies to comply with the NIS2 Directive
effectively. The directive introduces more stringent security requirements, neces-
sitating a dynamic approach to cybersecurity management. Key features include
stronger reporting obligations and severe enforcement requirements to ensure ad-
herence; thus, organizations need strategic frameworks to align with these expec-
tations. A proactive compliance strategy should prioritize achieving a high level of
common security by protecting critical infrastructure across the EU. This involves
assessing current security measures, identifying gaps, and implementing robust
solutions to meet NIS2 standards. By focusing on proactive measures, organiza-
tions can bolster their cybersecurity postures, reducing risks and potential non-

compliance penalties.
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Resource Allocation and Management

While specific information on resource allocation and management under the NIS2
Directive is limited, the importance of efficiently utilizing resources to comply with
new cybersecurity requirements is evident. Organizations, particularly in the elec-
tricity sector, will need to assess their current resource capabilities to meet the
heightened expectations of NIS2. Investing in technology that supports enhanced
security measures, training for staff to understand new protocols, and allocation
of financial resources to ensure robust system upgrades are imperative steps.
Strategic management of resources will facilitate a seamless transition to the di-

rective's stricter standards, promoting sustained cybersecurity resilience.

Engaging Leadership in Cyber Governance

A crucial aspect of successful NIS2 implementation is the involvement of leadership
in cyber governance. Engaging senior management and decision-makers in cyber-
security strategy ensures that the directive's requirements are prioritized across
the organization. Leadership involvement promotes a culture of cybersecurity
awareness, aligning organizational goals with regulatory compliance. By prioritiz-
ing cyber governance at the leadership level, organizations can tailor their strate-
gies better to meet NIS2's requirements, facilitating robust defenses against po-
tential threats. This leadership engagement is essential for fostering a security-
conscious environment that supports the organization's overall cybersecurity ob-

jectives.

Continuous Monitoring and Improvement

Continuous monitoring and improvement are vital for maintaining compliance with
the NIS2 Directive. Organizations must conduct comprehensive audits of their sys-
tems to establish a robust starting point for risk management processes. By im-
plementing a structured risk management framework, organizations can continu-
ously identify, assess, and manage potential threats. Engaging in crisis manage-
ment activities further limits the impact and duration of cyber incidents. Moreover,
involving top management in cybersecurity strategies ensures ongoing compliance
and resilience. Including suppliers and service providers in risk assessments helps
manage supply chain risks, further enhancing the organization's cybersecurity pos-
ture. These continuous efforts are crucial in adapting to evolving threats and main-

taining high cybersecurity standards as mandated by the NIS2 Directive.
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Risks of Failure

The NIS2 Directive is a critical regulatory framework developed by the European
Union to bolster cybersecurity across essential sectors, including electricity com-
panies. By implementing stricter security requirements and comprehensive report-
ing obligations, the directive aims to address and mitigate potential cybersecurity
failures. The NIS2 Directive’s primary objective is to protect critical infrastructure
organizations by establishing a high level of common security, thereby minimizing
the risk of devastating cyber threats leading to systemic failures. Non-compliance
with NIS2 can result in severe regulatory penalties, highlighting the importance of
adherence to its guidelines. Ensuring robust cybersecurity measures within elec-
tricity companies is paramount, as any process failure could have a catastrophic
effect on essential services, impacting everything from power supply to broader

economic stability.

Insufficient Resources and Budgetary Constraints

While the implementation of the NIS2 Directive is crucial for enhancing cyberse-
curity, one of the significant challenges faced by electricity companies in Europe is
insufficient resources and budgetary constraints. Allocating adequate financial and
human resources to meet the stringent requirements imposed by NIS2 can be
demanding. Companies often struggle to balance their existing operational costs
with the investment needed for comprehensive cybersecurity measures. This fi-
nancial strain can hinder the deployment of necessary security technologies and
the hiring of skilled personnel to manage cybersecurity systems effectively. With-
out sufficient resources, companies may find it challenging to implement the robust
cybersecurity frameworks essential for preventing potential failures and ensuring

compliance with the directive.

Resistance to Organizational Change
Organizations tasked with implementing NIS2 may confront resistance to change,
which can pose substantial risks to cybersecurity efforts. Existing company cul-
tures may be deeply resistant to modifying established processes and systems
necessary for compliance with the directive. Employees and management may
perceive these changes as disruptive or unnecessary, leading to reluctance in
adopting new security measures. This resistance can delay the implementation of
required cybersecurity protocols and undermine the effectiveness of NIS2's
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strategic objectives. Overcoming this hurdle requires strategic change manage-
ment approaches, including stakeholder engagement, education, and emphasizing
the importance of cybersecurity as integral to protecting the organization's future

viability against potential cyber threats.

Inadequate Incident Response Plans

A critical component of the NIS2 Directive is ensuring that electricity companies
have adequate incident response plans tailored to address and mitigate cyber
threats effectively. Unfortunately, many organizations may face challenges in de-
veloping and executing comprehensive incident response strategies. Inadequate
planning can leave companies vulnerable to cyber threats, as they may lack the
structured approach needed to detect, contain, and remediate incidents in a timely
manner. A deficient incident response plan can result in prolonged system down-
times, structural failures, and cascading failures that affect service continuity and,
ultimately, customer trust. Companies must prioritize the development of robust
incident response plans as part of their cybersecurity framework to ensure rapid

and effective responses to threats.

Non-compliance and Regulatory Penalties

Non-compliance with the NIS2 Directive carries significant implications for elec-
tricity companies, both legally and financially. Organizations are required to have
their management bodies approve cybersecurity risk-management measures, en-
suring accountability at the highest levels. Failure to comply with these responsi-
bilities can result in severe penalties, including fines up to EUR 10,000,000 or 2%
of annual turnover. Additionally, companies could face temporary bans from man-
agerial functions or suspension of their authorization to provide services. The di-
rective enforces a stricter supervisory regime, including on-site and off-site inspec-
tions to verify compliance. Thus, adherence to NIS2 is not only a regulatory obli-
gation but also a crucial strategy to mitigate risks of systemic failure and ensure

the continued provision of essential services.

4.3 Relevance to energy entities
Mapping each energy sector entity to the most relevant cybersecurity or regulatory

standards that are included in the team's work:
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Entity Relevant Standards
Power Plants / Generators IEC/ISA 62443, NERC CIP, NIS2,
NIST CSF

Independent Power Producers (IPPs) |[IEC/ISA 62443, NIS2, NIST CSF |
Public Utilities / State-owned Genera- [|[I[EC/ISA 62443, NIS2, NERC CIP,

tors NIST CSF
IRenewable Energy Developers [IEC/ISA 62443, NIS2, NIST CSF |
‘Transmission System Operators (TSOs) ||NERC CIP, IEC/ISA 62443, NCCS, NIS2 ‘
Grid Companies / National Grid Opera- |[NERC CIP, IEC/ISA 62443, NIS2, NCCS
tors
Regional Transmission Organizations NERC CIP, NIST CSF, IEC/ISA 62443
(RTOs)
Independent System Operators (ISOs) |INERC CIP, IEC/ISA 62443, NIST CSF |
Interconnection Agencies NCCS, EU Cooperation Mechanisms,
NIS2
Substations [IEC/ISA 62443, NERC CIP |
[Energy Storage Facilities |[IEC/ISA 62443, NIS2, NIST CSF |
[Smart Grid Control Centers [IEC/ISA 62443, NIST CSF, NIS2 |
‘Converter Stations (AC/DC) ||IEC/ISA 62443 ‘
IDistribution System Operators (DSOs) |[IEC/ISA 62443, NIS2, NCCS |
Electric Utilities (Local Distribution IEC/ISA 62443, NIS2, NIST CSF
Companies)
‘Retail Energy Providers / Suppliers ||NISZ, NIST CSF ‘
‘Microgrid Operators ||IEC/ISA 62443, NIS2 ‘
IMunicipal Utilities INIS2, IEC/ISA 62443 |
Energy Market Operators NIST CSF, NCCS, EU Cooperation Mech-
anisms

Regulatory Authorities / Government NIS2, EU Cooperation Mechanisms

Agencies

‘Equipment Manufacturers ||IEC/ISA 62443 ‘
(Construction & Engineering Firms |IEC/ISA 62443, NIST CSF |
Maintenance & Monitoring Service Pro- |IEC/ISA 62443, NIST CSF

viders

ICybersecurity & SCADA System Vendors|[IEC/ISA 62443, NIST CSF |
/Smart Metering Providers |IEC/ISA 62443, NIS2 |
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5 Cybersecurity Maturity Assess-
ment

5.1 Introduction and Guidance

1. Introduction and Methodology
This document outlines a practical methodology to estimate the cybersecurity ma-
turity of an organization using a core set of 100 essential cybersecurity controls.
Organizations may add controls as necessary. Each control is scored from 0 to 5,
where 0 = not implemented and 5 = fully optimized. Scores are compared against
division-specific expectations from the Excel file:

'Cyber_Controls_with_Scaled_Division_Importance.xIsx'.
2. Scoring System

0 - Not Implemented

1 - Minimal or ad-hoc implementation

2 - Basic implementation with limited documentation
3 - Moderate implementation with some formalization
4 - Well-implemented and standardized

5 - Fully optimized and continuously improved
3. Maturity Calculations

Let:

N be the number of controls

D be the number of divisions

Gi be the score of control I

Rij be the required score for control i in division j
General Maturity Level (GML):
GML=(ZG)/N

Normalized Maturity Level (NML):
Aj = max(0, Rj - Gi)

T = ZAjover all i and j

S =2G;

NML=S/T
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4. Process Flow Diagram

1. Input control scores (0-5)

2. Compare with required division values

3. Calculate General Maturity Level (GML)

4. Calculate Normalized Maturity Level (NML)

5. Generate Action Report

5. Example Calculation (10 Controls, 5 Divisions)

Example Input Table (Gi: actual grades, Rj: required per division):

Control Gi Divi R Div2 R Div3 R Div4 R Div5 R
Access 3 5 4 4 3 5
Control

Audit 2 4 3 3 3 4
Logging

Incident 4 5 4 4 3 5
Response

Patch 2 5 4 4 3 5
Manage-

ment

Encryp- 3 4 3 3 2 4
tion

Aware- 1 3 2 2 2 3
ness

Training

Malware 4 5 4 4 3 5
Protection

Backups 3 4 3 3 3 4
Identity 2 5 4 4 4 5
Manage-

ment

Network 3 5 4 4 3 5
Segmen-

tation
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Diff Table:
Control Diffs (per division) Ti
Access Control [2,1,1,0, 2] 6
Audit Logging [2,1,1,1, 2] 7
Incident Response [1,0,0,0, 1] 2
Patch Management [3,2,2,1, 3] 11
Encryption [1,0,0,0, 1] 2
Awareness Training [2,1,1,1, 2] 7
Malware Protection [1,0,0,0, 1] 2
Backups [1,0,0,0, 1] 2
Identity Management [3, 2,2,2, 3] 12
Network Segmentation [2,1,1,0, 2] 6

General Maturity Level (GML):
GML = (3+2+4+2+3+1+4+434+2+43)/10 = 2.7

Normalized Maturity Level (NML):

Sum of actuals (S) = 27

The sum of gaps (T) = 6+7+2+11+2+7+24+2+12+6 = 57

NML = 27 / 57 = 0.47

6. Sample Action Report for Example

Sample Actions (based on control status and required level):

Action Name

Description

Target Control

Define Patch Policy

Establish a formal patch
management policy and
assign responsible roles.

Patch Management

Train Employees

Conduct basic cybersecu-
rity awareness training
covering phishing, pass-
words, and device usage.

Awareness Training

Deploy Identity Govern-
ance

Implement automated
identity lifecycle work-
flows with periodic recer-
tification.

Identity Management

Expand Logging Coverage

Ensure all critical systems
and endpoints are in-
cluded in the audit logs.

Audit Logging

Segment Critical Net-
works

Create VLANs and restrict
inter-zone communication
to reduce lateral move-
ment.

Network Segmentation
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7. Control-Level Action Tables (Example Format)

Stage: Oto 1l
Action Name Description
Define Policy Develop a documented policy aligned
with organizational goals.
Assign Responsibility Nominate a role responsible for control
ownership.
Perform Initial Gap Analysis Assess current gaps using industry
benchmarks.
Stage: 1to 2
Action Name Description
Implement Procedures Roll out basic procedures to meet policy
goals.
Awareness Session Conduct introductory sessions for staff.
Pilot the Control Apply the control in a limited business
unit.

Please refer to "Cybersecurity Maturity Assessment Methodology" Annexure # 1

for detailed Control-Level Action Tables (Section 8).

5.2 Financial Maturity-Based - Simplified Risk Assessment

This enhanced methodology calculates the financial impact of cyber risks based on
residual risk levels adjusted for control maturity and distributed across specific
asset categories. It incorporates a persistent risk factor, ensuring residual risk is

never zero even with high maturity.

1. Methodology Steps

e Assigh an inherent risk score to each control (1-10) (currently used best
practice default)

e Rate each control’s implementation maturity (0-5) (company estimation)

e Calculate residual risk, adjusting maturity with a persistent risk buffer

e Distribute residual risk across multiple asset categories

e Apply monetary multipliers and asset value to compute financial impact

2. Formula Definitions

e IR = Inherent Risk

¢ MRR = Minimal Residual Risk

e MG = Control Maturity Grade (0-5)

¢ MG = Adjusted Maturity = (MG - MRR)
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¢ RR = Residual Risk

¢ RM = Monetary Risk Multiplier

e AV = Asset Value (currency)

e AF = Alignment Factor 100,000%*1Q“EN(TEF1/1,000,000)

e PEFI = Premises (Buildings) Estimated Financial Impact

¢ NOEFI = Non-Operational Equipment Estimated Financial Impact
e OEEFI = Operational Equipment Estimated Financial Impact

¢ REFI = Reputation Estimated Financial Impact

e TEFI = Total Estimated Financial Impact

e Residual Risk (RR) = IR x (1 -MG /5)
e Financial Impact (EFI) = RR x RM x (AV / AF)

3. Asset Categories and Multipliers

Asset Type Monetary Risk Multiplier
Premises (Buildings) 1,000

Non-Operational Equipment 5,000

Operational Equipment 20,000

Reputation 15,000

4. Process Diagram

| 1. Input Inherent Risk & Maturityl

| 2. Apply Persistent Risk Adjustment (—0.3) |

|3. Calculate Residual Risk|

| 4. Allocate to Asset Type |

5. Apply Asset-Specific Financial Conversion
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5. Example (One Control, Four Asset Types)
Assumptions:

e Control: Access Control Policy

e Inherent Risk (IR) = 8.8

e Grade (MG) =3

e Min. Residual Risk (MRR) = 0.3

e Adjusted Grade (MGa) = 2.7
Alignment Factor (AF) = 10,000,000

Asset Type Monetary Asset Value Estimated Finan-
Risk  Multi- cial Impact (EFI)
plier (RM)

Premises 1,000 10,000,000 € | 4,048 €

Non-Opera- 5,000 2,000,000 € 4,048 €

tional Equip-

ment

Operational 20,000 50,000,000 € | 404,800 €

Equipment

Reputation 15,000 30,000,000 € | 182,160 €

Total 595,056 €

6. Usage

Use the Excel file 'Financial_Risk_Assessment_Simplified.xIsx' to:
e Customize control grades and asset values
e Automatically compute risk and financial impact

o Evaluate the cost implications per asset class

5.3 Financial Risk Assessment - Simplified Electronic Sheet

The spreadsheet calculates the total cost of cyber risk impact on the organization.
The calculation is based on an initial list of 100 cybersecurity controls spanning
diverse domains such as: user authentication and identification, access policies,
documentation, encryption, risk and penetration assessments, protective mecha-
nisms, backup and recovery, incident response, data protection and classification,
configuration management, monitoring, simulation exercises, supply chain secu-

rity, cyber insurance, and more.
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For each control, a residual risk probability is assigned, reflecting the potential
impact in the absence of a complete solution for the control's focus area. This
probability is derived as the difference between the inherent (generic) risk and the
organization’s actual control effectiveness rating (Company Control Grade). The
financial value of the risk per asset is calculated by multiplying the residual risk
probability by the asset's value. This calculation is performed individually for each
control across all asset categories within the organization, namely: Premises

(Buildings), Non-Operational Equipment, Operational Equipment, and Reputation.

The ultimate objective of the spreadsheet is to estimate the Total Financial Impact
on the organization. It is achieved by aggregating the economic consequences of

all 100 controls.
Please refer to Annexure # 2, a ready-to-use practical spreadsheet.
5.4 Cyber Controls with Scaled Division Importance Electronic Sheet

The purpose of the spreadsheet is to determine, based on best practices, the de-
gree of impact each of the 100 cybersecurity controls has on every organizational
unit. Each control holds varying levels of significance across the OT (Operational
Technology) and IT (Information Technology) domains. The spreadsheet assigns

a score, ranging from 1 to 5, to each control within each organizational unit.

Examples of organizational units include: Operations, Maintenance, Network Con-
trol, Public Affairs, Regulatory Relations, Asset Management, Engineering Planning,

Finance, Procurement Human Resources etc.

Please refer to Annexure 3, a ready-to-use practical spreadsheet.
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6 Cybersecurity Risk Assessment

6.1 Energy Sector Cybersecurity: Quick Guide to Risk Assessment and
Management

Overview
This guide provides a streamlined approach to implementing risk assessment and
management in energy sector organizations, referencing the comprehensive meth-

odology in the Energy Sector Regulatory Framework Handbook of Cybersecurity.

Clarification
References in this document provide a detailed description of the method and pro-
cess and the process templates.
e Document A: Energy Sector Cybersecurity Risk Assessment and Manage-
ment (Risk-Assessment-Management-Chapter6.docx)
e Document B: Risk Assessment Templates for Energy Sector Utilities Ap-

pendix (Risk-Assessment-Templates.docx)

Core Risk Assessment Process

Establish Risk Governance

Threat Landscape Analysis

d

Vulnerability Assessment

l

Impact Analysis
Framework Mapping & J

Asset Inventory & Classification

Integration

l

Risk Assessment Methodology
Definition

Continuous Improvement

Risk Calculation & Evaluation

l

Risk Treatment Planning

\.

Monitoring & Review

Figure 1: Core Risk Assessment Process

Step-by-Step Implementation Guide

1. Establish Risk Governance
e Define roles and responsibilities
e Establish risk committees and decision authorities
e Develop risk management policies
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e Secure executive sponsorship
Reference: Document A, p.16-17, “Implementation Guide”

2. Asset Inventory and Classification
e Identify and catalog all assets within the scope
e Classify assets based on criticality to energy delivery
e Document dependencies between assets
e Assign ownership for each asset

Template: Document B, p.2-3, “Asset Inventory and Classification Worksheet”

3. Risk Calculation Standardization
The Risk Calculation Model for Assessment (RICA) follows this formula:
Risk = Threat x Vulnerability x Impact x Infrastructure Criticality
Where:

e Threat: Likelihood of a threat actor targeting the asset (1-5)

e Vulnerability: Presence of exploitable weaknesses (1-5)

e Impact: Potential consequences of a successful attack (1-5)

e Critical Infrastructure: Importance of the asset to energy delivery (1-5)
Reference: Document A, p.5-7, “"Risk Calculation Standardization”

Risk Level Determination

Risk Score Risk Default Response

Range Level

1-4 Low Accept risk with routine monitoring

5-10 Medium Accept with enhanced monitoring; consider mitigation for
critical assets

11-16 High Mitigate risk through control implementation; accept only
with senior approval.

17-25 Critical Immediate mitigation is required; acceptance only with
executive/board approval.

Reference: Document A, p.13, “Risk Acceptance Criteria”
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Risk Assessment Workflow

‘ Asset Inventory }—-‘Asset Classiﬂcat\on}—-| Determine Criticality |»—\
\\
Vulnerability . Assign Vulnerability || _
P —-{Cunlml Eﬂectlvenessﬁ Beo ‘ — Risk Calculation
"

S

0 7
(o] i Imde i i Impecl} gl ylmpEﬂF } i mlmpacl)—-| gsslanlmpact |»f

) " -’*| Mitigate }—le\skTranmem P\anH Residual Risk }
High/Critical Acceptance \

e
P
AN T //
S Medium™—————— Accept/Mitigate

_ Framework Final Risk
- Adjustments Determination

Risk Calculation

Monitoring -Continuous —-{ Identify Threats H Threat Intelligence F\ \

\ \

. \
Threat Analysis _

Figure 2: Risk Assessment Workflow

Assessment Implementation Matrix

Step Key Activities Templates & Reference
Tools

1. Threat As- ¢ Collect intelligence Threat Assessment | Document B,

sessment e Profile threat actors Template p.4-5

e Develop scenarios
¢ Score likelihood

2. Vulnerability | e Technical vulnerability scan- | Vulnerability As- Document B,
Assessment ning sessment Checklist | p.6-8

e Control effectiveness evalua-

tion

¢ Process & human vulnerabili-

ties
3. Impact Anal- | e Business impact analysis Impact Analysis Document B,
ysis e Operational, financial, regu- | Matrix p.9-10

latory & reputational impacts
e Impact scoring

4. Risk Calcula- | e Apply the RICA formula Risk Calculation Document B,
tion e Normalize to 1-25 scale Worksheet p.11-15

e Determine risk level

e Framework-specific adjust-

ments
5. Risk Treat- e Select a treatment approach | Risk Treatment Plan | Document B,
ment e Implement controls Template p.15-18

e Document residual risk

57
Square de Mee(s 35 - 1000 Brussels - BELGIUM
eurel@eurel.org — www.eurel.org



mailto:eurel@eurel.org
http://www.eurel.org/

Convention of National Associations of Electrical Electronic and Information
Technology Engineers of Europe AISBL E “ R E I

Step Key Activities Templates & Reference
Tools

e Obtain appropriate approvals

Framework Integration
Energy sector organizations must navigate multiple regulatory frameworks. Use
the three-layer integration model:
1. Core Risk Process Layer: Establish a foundational methodology capturing
elements required by all frameworks
2. Framework Translation Layer: Map core outputs to specific formats,
scales, and terminology of each framework
3. Compliance Reporting Layer: Generate framework-specific documenta-

tion demonstrating compliance
Reference: Document A, p.3-4, “Framework Integration Model”

Risk Visualization

Use the Risk Tolerance Matrix to communicate risk levels and prioritize mitigation
efforts:

Risk Tolerance Matrix

Reference: Document A, p.23, “Visual Risk Matrix Implementation”

Practical Tips for Energy Sector Implementation
e OT Environments: Prioritize operational safety and reliability in assess-
ments
e Seasonal Variations: Consider increased criticality during peak demand
periods
e Infrastructure Dependencies: Evaluate connections between IT, OT, and
physical systems
e Cross-Functional Teams: Include cybersecurity, operations, engineering,
and compliance
e Continuous Monitoring: Establish key risk indicators (KRIs) for proactive
oversight
Reference: Document B, p.25, "Tips for Energy Sector Risk Assessment”
For detailed information on methodology, assessment criteria, and compliance re-
quirements, refer to the comprehensive Energy Sector Regulatory Framework
Handbook of Cybersecurity, Chapter 6: “"Risk Assessment and Management”.
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6.2 Risk Assessment Templates for Energy Sector Utilities

Asset Inventory and Classification Worksheet

This template provides a structured format for cataloging and classifying assets
within the scope of the risk assessment. It serves as the foundation for all subse-

quent risk assessment activities.

Instructions

1. Complete one row for each asset or asset group

2. For Category, use HW (Hardware), SW (Software), DATA, PEOPLE, or SITE

3. Rate Confidentiality, Integrity, and Availability requirements from 1 (Low)
to 5 (Critical)

4. Calculate Overall Criticality as the highest value among C/I/A ratings
Assign a Security Zone based on your organization’s defined security archi-
tecture

6. Reference applicable frameworks based on asset classification

Remark:
Prioritization is embedded in the asset classification by two aspects. (a) The inher-
ent risk defined in the maturity estimation (chapter 5), where the specific asset is

participating; (b) The overall criticality calculated in the classification worksheet

below
Template
Over- | Se- De-
As- De- Cat- Lo- all cu- pend-
set Asset | scrip- | e- ca- Criti- | rity Frame- en-
ID Name | tion gory | Owner | tion | C I A cality | Zone | work(s) | cies Notes
Example
Over- | Se- De-
As- De- Cat- Lo- all cu- pend-
set Asset | scrip- | e- ca- Criti- | rity Frame- en-
ID Name | tion gory | Owner | tion | C I A cality | Zone | work(s) | cies Notes
SRV- | SCADA | Pri- HW J. Con- | 3 5 5 5 oT IEC RTU- Critical
001 Server | mary Smith trol Se- 62443, 001- to op-
SCADA Cen- cure NERC 015, era-
control ter A CIP HMI- tions
server 002
RTU- | Re- Sub- HW A. Sub- | 2 4 4 4 oT IEC SRV- Legacy
001 mote station Jones sta- Field 62443, 001 system,
Termi- | moni- tion NERC limited
nal toring 1 CIP security
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Over- | Se- De-
As- De- Cat- Lo- all cu- pend-
set Asset | scrip- | e- ca- Criti- | rity Frame- | en-
ID Name | tion gory | Owner | tion | C I A cality | Zone | work(s) | cies Notes
Unit and fea-
01 control tures
FW- oT/IT Secu- HW M. Wil- | Con- | 4 5 4 5 DMz IEC N/A Re-
003 Fire- rity son trol 62443, cently
wall gate- Cen- NIST up-
way ter A CSF graded,
be- fully
tween patched
oT
and IT
net-
works

6.2.1 Threat Assessment Template

This template helps identify and evaluate threat actors and scenarios that could

potentially target the organization’s assets. It provides a structured approach to

threat intelligence collection and analysis.

Instructions

1.
2.
(High)
3.
4.
5.
6.
Template

Identify relevant threat actors based on intelligence sources

Rate their capability, intent, and targeting on a scale of 1 (Low) to 5

Calculate Threat Score as the average of Capability, Intent, and Targeting

Document specific threat scenarios for each actor

Identify potentially targeted assets

Update regularly with new intelligence

Threat Actor Profile

Square de Mee(s 35 - 1000 Brussels - BELGIUM
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Threat Threat Ac- | Type | De- Capa- Intent | Target- | Threat Sources/Evi-
Actor ID tor Name scrip- bility (1-5) ing (1- Score dence
tion (1-5) 5)
Threat Scenario Analysis
Scenario | Threat Ac- Scenario De- Potentially Tar- Tactics, Techniques & Historical
ID tor ID scription geted Assets Procedures Precedents Notes
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Example
Threat Actor Profile
Threat Capa- | In- Tar-
Threat Actor bility tent geting | Threat Sources/Evi-
Actor ID | Name Type Description (1-5) | (1-5) | (1-5) Score dence
TA-001 APT Volt- Na- State-sponsored 5 4 3 4.0 Industry alerts,
age tion- group targeting threat intel reports,
State energy infrastruc- historical cam-
ture paigns
TA-002 BlackEn- Cyber- | Financially moti- 3 5 4 4.0 Recent energy
ergy crimi- vated group de- sector attacks,
nal ploying ransom- dark web monitor-
ware ing
TA-003 Insider Insider | Disgruntled/mali- | 3 2 5 3.3 Industry case stud-
Threat cious employees ies, employee re-
or contractors porting
Threat Scenario Analysis
Sce- Threat Potentially | Tactics, Tech-
nario Actor Scenario De- | Targeted niques & Pro- Historical
ID ID scription Assets cedures Precedents Notes
TS- TA-001 Spear phishing ENG-WS- Spear phishing, A similar cam- Current heightened
001 campaign target- | 001-010, credential harvest- | paign targeted geopolitical tensions
ing engineering VPN-001 ing, VPN exploita- | other utilities in indicate increased risk
staff to gain ini- tion the region
tial access
TS- TA-002 Ransomware WEB-001, Vulnerability ex- | Three similar Recent vulnerability
002 deployment via EMAIL-001, | ploitation, lat- utilities attacked | disclosures increase
unpatched inter- FW-002 eral movement, | inthe past6 the likelihood
net-facing sys- data encryption | months
tems
TS- TA-003 Unauthorized SRV-001, Abuse of privi- A case study Recent staffing
003 access to control | HMI-001- leged access, from a neighbor- | changes and reorgan-
systems by in- 005 sabotage, data ing utility ization may increase
sider theft risk
TS- TA-004 Plotting to fire- Substations Physical de- Baltimore, Mary- | For nonstate, domestic
004 bomb a substation| equipment struction ac- land 2022/3, extremist groups, the
and cut fiber run- | and SCADA tions against North Carolina threat in Europe often
ning to power sta- | comm.Sys- unmanned en- 2021, New Jersey| involves FaRight Ex-
tions (2020) tems ergy infrastruc- 2024, Ukraine tremism and no names
ture 2022 used

Vulnerability Assessment Checklist

Purpose

This checklist guides the systematic identification and assessment of vulnerabilities

across technical systems, processes, and people. It ensures comprehensive cov-

erage of common vulnerability categories.

Instructions

1. Complete one checklist for each system or system group

For each Category, check all applicable vulnerabilities

2
3. Rate the severity of each identified vulnerability from 1 (Low) to 5 (Critical)
4

Document evidence of vulnerability existence
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5. Identify preliminary remediation options

6. Calculate the overall vulnerability score based on the most critical findings.

Template
System/Asset Name:

Assessment Date:

Assessor:

Overall Vulnerability Score (1-5):

Technical Vulnerabilities

Category Vulnerability Present? Severity Evi- Remediation
(Y/N) (1-5) dence Options
Software Unpatched operating sys-
tems

Unpatched applications

Unsupported/legacy soft-
ware

Default/weak configurations

Unnecessary services run-
ning

Network Weak network segmenta-
tion

Unencrypted communica-
tions

Insecure remote access

Inadequate firewall rules

Unprotected sensitive ports

Access Con- | Default/weak credentials

trol
Excessive privileges
Shared accounts
Inadequate authentication
Missing access reviews
Physical Insufficient physical security

Unprotected critical hard-
ware

Unauthorized physical ac-
cess

Inadequate environmental
controls
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Process Vulnerabilities

Category Vulnerability Present? Severity Evi- Remediation
(Y/N) (1-5) dence Options
Governance Missing/outdated poli-
cies

Inadequate procedures

Unclear responsibilities

Insufficient monitoring

Change Manage- | Uncontrolled changes
ment

Inadequate testing

Missing approvals

Poor documentation

Incident Re- Inadequate detection
sponse

Slow response capabil-
ity

Untested recovery pro-
cedures

Poor coordination

Human Vulnerabilities

Category Vulnerability Present? Severity Evi- Remediation
(Y/N) (1-5) dence Options

Aware- Insufficient security training

ness

Susceptibility to social engi-
neering

Poor security culture

Skills Inadequate technical skills

Insufficient security expertise

Lack of awareness of require-
ments

Staffing Inadequate resource levels

High turnover in critical roles

Excessive concentration of
knowledge

Example (Partial)

System/Asset Name: SCADA Control Server (SRV-001)
Assessment Date: 2023-03-15

Assessor: J. Thompson

Overall Vulnerability Score (1-5): 4

63
Square de Mee(s 35 - 1000 Brussels - BELGIUM
eurel@eurel.org — www.eurel.org



mailto:eurel@eurel.org
http://www.eurel.org/

Convention of National Associations of Electrical Electronic and Information
Technology Engineers of Europe AISBL

Technical Vulnerabilities

Cate- Vulnerability Present? | Sever- Evidence Remediation Op-
gory (Y/N) ity (1- tions
5)
Soft- Unpatched oper- Y 4 Windows Server 2016 has been Implement a patching
ware ating systems missing critical security updates for process with proper
the last 6 months. testing.
Unpatched appli- Y 5 SCADA application running version | Coordinate with vendor
cations with known RCE vulnerability for emergency patch-
ing
Unsupported/leg- | Y 3 Several supporting components are | Migration plan to sup-
acy software no longer supported ported versions
Net- Weak network Y 4 Direct connectivity between SCADA | Implement proper seg-
work segmentation and corporate networks observed mentation with DMZ
Unencrypted Y 3 Communications with field devices Evaluate protocol up-
communications using unencrypted protocols grades or compensat-
ing controls

6.2.2 Impact Analysis Matrix

This matrix helps quantify and categorize the potential impacts of security inci-

dents across multiple dimensions relevant to energy sector organizations. It en-

sures consistent impact assessment across different scenarios.

Instructions
1. For each scenario being assessed, evaluate the Impact across all categories.
2. Assign impact ratings from 1 (Minimal) to 5 (Severe) for each Category
3. Calculate the overall impact score as the highest rating across all categories
4. Document specific impact details for high-rated categories
5. Consider seasonal variations where relevant (e.g., peak demand periods)
Impact Level 1 Level 2 (Minor) Level 3 (Moder- Level 4 (Ma- Level 5 (Se-
Category | (Minimal) ate) jor) vere)
Opera-
tional
Impact
Genera- <1% reduc- | 1-5% reduction 5-15% reduction 15-30% reduc- >30% reduc-
tion Ca- tion tion tion
pacity
Transmis- | No customer Brief local outage Regional outage Major outage Widespread
sion/Dis- outage, minor | (<1,000 customers, (1,000-10,000 cus- (10,000- outage
tribution internal dis- <1 hour) tomers, 1-4 hours) 100,000 cus- (>100,000
ruption tomers, 4-24 customers,
hours) >24 hours)
Control Temporary Degraded monitor- Partial loss of monitor- Significant loss of Complete loss
Systems loss of moni- ing, no control impact | ing and control (<30%) monitoring and of monitoring
toring, no control (30-70%) and control
control im- (>70%)
pact
Safety No safety Safety systems are Safety systems in de- Safety systems Safety systems
Systems impact fully functional, but graded mode but func- partially com- are fully com-
tional promised promised
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Impact Level 1 Level 2 (Minor) Level 3 (Moder- Level 4 (Ma- Level 5 (Se-
Category | (Minimal) ate) jor) vere)
monitoring is im-
pacted

Financial

Impact

Immedi- <$10,000 p fit 100,000 p Tttt 1M pd 10M >$10M

ate Re-

sponse

Cost

Regula- No penal- Minor violations Moderate violations Significant viola- | Severe viola-

tory Pen- ties (<$50,000) (v it T ©500,000) tions tions (>$5M)

alties (v mtht t M5M)

Customer | No compen- | Minimal compen- Moderate compen- Significant com- | Extensive

Compen- sation re- sation (<$10,000) | sation pensation compensa-

sation quired (p fit T 100,000) (p mthe 1T TIM) tion (>$1M)

Market No financial Minimal trading Temporary trading limi- | Significant finan- Catastrophic fi-

Opera- impact limitations or tations with moderate cial loss or market nancial loss or

tions losses losses restrictions extended mar-
ket exclusion

Reputa-

tional

Impact

Media No media Limited local cov- Regional media cov- | National media International

Coverage | coverage erage erage coverage media cover-
age

Customer | No measur- | Minimal decline in Noticeable decline in Significant loss of Severe loss of

Confi- able impact satisfaction met- customer confidence customer confi- customer trust

dence rics dence

Regula- No impact Increased routine Heightened regula- Formal investi- License to

tory Trust oversight tory scrutiny gation operate
questioned

Industry No industry | Limited awareness Moderate industry Major industry Industry-

Reputa- impact within the industry attention concern wide implica-

tion tions

Regula-

tory Im-

pact

Compli- No compli- Minor documenta- Notable compliance Significant com- | Severe com-

ance Sta- | ance impact | tion issues issues pliance viola- pliance viola-

tus tions tions

Manda- No report- Routine internal Reportable incident Major reportable | Critical infra-

tory Re- ing required | reporting only incident structure inci-

porting dents requiring
immediate re-
porting

Regula- No investi- Informal inquiry Formal investigation | Extended inves- | Enforcement

tory In- gation tigation with actions and

vestiga- findings penalties

tion

Opera- No re- Enhanced moni- Limited operational Significant oper- | Cease opera-

tional Re- | strictions toring require- restrictions ational re- tions order

strictions ments strictions

Assessment Summary
Scenario De- Operational Financial Reputational Regulatory Overall Im-
scription Impact Impact Impact Impact pact Score Notes
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Example
Opera- Reputa- Regula- Overall
Scenario Descrip- tional Im- | Financial tional Im- | tory Im- Impact
tion pact Impact pact pact Score Notes
Unauthorized access to | 4 - Major 3 - Moder- 4 - National | 4 - Major 4 Seasonal variation:
the SCADA system re- outage po- | ate re- media cov- reportable Score increases to
sulting in manipulated | tential sponse erage likely | incident 5 during winter
control commands costs peak demand
Ransomware infection 2 - No di- 4 - Signifi- 3 - Re- 3 - Re- 4 Financial Impact
of business systems rect opera- | cant recov- | gional cov- | portable could increase if
tional im- ery costs erage incident extended beyond
pact 72 hours
Loss of customer 1 - No op- 4 - Penal- 5 - Severe 5 - Se- 5 Regulatory Impact,
data erational ties and reputa- vere com- especially severe
impact compensa- | tional dam- | pliance vi- under GDPR
tion age olation

6.2.3 Risk Calculation Worksheet

This worksheet guides the calculation of risk scores using the RCMA model, provid-
ing a structured approach to risk quantification that considers threat, vulnerability,

Impact, and infrastructure criticality.
Instructions

Complete one worksheet for each risk scenario

Provide a detailed justification for each component score
Calculate the raw risk score by multiplying all component scores
Apply normalization formula to convert to 1-25 scale

Determine risk level based on normalized score

Document any framework-specific adjustments

N o h DN

Record final risk determination after adjustments

Template

Risk Scenario ID:

Assessment Date:

Assessor(s):

Review Date:

Risk Scenario Description
[Provide a detailed description of the risk scenario, including affected assets and

potential consequences]

Threat Assessment
Threat Actor(s): [Identify and describe the threat actor(s) relevant to this sce-
nario]
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Threat Score (1-5):

Justification: [Provide evidence and reasoning for assigned threat score]

Vulnerability Assessment

Vulnerability Description: [Describe the vulnerabilities that could be exploited
in this scenario]

Vulnerability Score (1-5):

Justification: [Provide evidence and reasoning for assigned vulnerability score]

Impact Assessment
Potential Impact: [Describe the potential consequences if this risk materializes]
Impact Score (1-5):

Justification: [Provide evidence and reasoning for assigned impact score]

Infrastructure Criticality Assessment

Critical Function(s): [Identify the critical business functions affected by this sce-
nario]

Criticality Score (1-5):

Justification: [Provide evidence and reasoning for assigned criticality score]
Risk Calculation

Raw Risk Score: Threat ( ) x Vulnerability ( ) x Impact () x Criticality () =____

Normalized Risk Score (1-25): (Raw Score + 625) x 25 =
Risk Level: 3 Low (1-4) 8 Medium (5-10) 8 High (11-16) & Critical (17-25)

Framework-Specific Adjustments

Frame- Requirement/Considera- | Adjustment to Risk Justifica-
work tion Level tion

Final Risk Determination: 3 Low 9 Medium 38 High d Critical

Justification for Final Determination: [Explain the reasoning for the final risk
level, especially if it is different from the calculated level].

Example

Risk Scenario ID: RS-103 Assessment Date: 2023-03-18

Assessor(s): J. Thompson, M. Garcia Review Date: 2023-03-25

Risk Scenario Description
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Unauthorized remote access to the substation automation system via compro-
mised vendor maintenance credentials, potentially allowing an attacker to manip-

ulate breaker operations and cause a power outage.

Threat Assessment

Threat Actor(s): Nation-state affiliated threat groups with a demonstrated inter-
est in energy sector targets, specifically APT Voltage, which has targeted similar
systems in the region.

Threat Score (1-5): 4

Justification: Intelligence reports indicate active campaigns against the energy
sector in our region (high). The actor has demonstrated the capability to compro-
mise similar systems (high). No specific targeting of our organization has been

observed yet (medium).

Vulnerability Assessment

Vulnerability Description: Vendor remote access uses shared credentials with
limited monitoring. Multi-factor authentication is not implemented. Access occurs
through a dedicated VPN, but session monitoring is limited.

Vulnerability Score (1-5): 3

Justification: Shared credentials present significant vulnerability (high), but a
dedicated VPN provides some protection (medium). Limited monitoring reduces

detection capability (medium). There is no evidence of current compromise (low).

Impact Assessment

Potential Impact: Unauthorized control of substation breakers could cause an
outage affecting approximately 30,000 customers for up to 12 hours. Safety sys-
tems would remain operational, limiting physical risk.

Impact Score (1-5): 4

Justification: Operational Impact of a regional outage affecting 30,000 customers
(high). Financial Impact from restoration and potential penalties (medium). Rep-

utational Impact from media coverage (high). Regulatory reporting required
(high).

Infrastructure Criticality Assessment

Critical Function(s): The substation provides power to a regional hospital, police
station, and water treatment facility, along with residential customers.
Criticality Score (1-5): 4
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Justification: Critical infrastructure dependencies (high). Serves essential ser-
vices (high). Some redundancy exists but limited capacity (medium). Recovery
could require vendor assistance (medium).

Risk Calculation

Raw Risk Score: Threat (4) x Vulnerability (3) x Impact (4) x Criticality (4) =
192

Normalized Risk Score (1-25): (192 - 625) x 25 =7.68 — 8

Risk Level: 3 Low (1-4) x Medium (5-10) 8 High (11-16) 3 Critical (17-25)

Framework-Specific Adjustments

Frame- Requirement/Con- Adjustment to | Justification

work sideration Risk Level

NERC CIP | Medium Impact BES Elevate to High NERC CIP requires specific con-
Cyber System trols regardless of calculated risk

IEC Zone Security Level target | Elevate to High Target SL indicates higher risk tol-

62443 SL3 erance than the calculated

NIST CSF | It affects multiple core No adjustment Calculated risk aligns with NIST
functions guidance

Final Risk Determination: 3 Low 3 Medium x High 3 Critical

Justification for Final Determination: While the calculated risk score falls in
the medium range, regulatory requirements under NERC CIP for Medium Impact
BES Cyber Systems and IEC 62443 SL3 target require treating this risk as High.

Critical infrastructure dependencies further support elevation.

6.2.4 Risk Treatment Plan Template

This template provides a structured approach to planning and implementing risk
treatment actions. It ensures that all aspects of risk mitigation are considered,

resources are appropriately allocated, and progress is tracked.
Instructions

Complete one treatment plan for each risk requiring mitigation
Define clear, measurable objectives for risk reduction

Break down the implementation into manageable actions
Assign responsibility for each action with clear deadlines
Identify resource requirements and potential constraints

Establish metrics to measure implementation effectiveness

N o s kN

Update status regularly and report progress to stakeholders
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Template
Risk ID:
Risk Level:

Risk Description: [Brief description of the risk being addressed]

Treatment Approach: 3 Mitigate (Reduce risk through controls) 8 Transfer
(Share risk through insurance or a third party) 3 Avoid (Eliminate risk by removing
cause) 3 Accept (Formally accept risk at current level)

Treatment Justification: [Explain why this treatment approach was selected]
Risk Reduction Objective: [Specific, measurable outcome to be achieved
through treatment]

Target Residual Risk Level: 3 Low 8 Medium & High 3 Critical

Implementation Plan

Ac- Action Con- Re- De-
tion | Descrip- | trol sponsi- | Resources | Start | Due Sta- | pend-
ID tion Type bility Required Date Date | tus encies

Implementation Constraints

Budget Constraints: [Identify any financial limitations affecting implementation]
Operational Constraints: [Identify any operational limitations affecting imple-
mentation]

Technical Constraints: [Identify any technical limitations affecting implementa-
tion]

Regulatory Constraints: [Identify any regulatory requirements affecting imple-

mentation]

Effectiveness Measurement

Key Performance Indicators: [Metrics that will be used to measure control ef-
fectiveness]

Testing Methods: [How control effectiveness will be validated]

Review Frequency: [How often control effectiveness will be reassessed]

Approval

Prepared By: Date:
Reviewed By: Date:
Approved By: Date:
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Example

Risk ID: RS-103 Risk Level: High

Risk Description: Unauthorized remote access to the substation automation sys-
tem via compromised vendor maintenance credentials, potentially allowing an at-
tacker to manipulate breaker operations and cause a power outage.

Treatment Approach: x Mitigate (Reduce risk through controls) 8 Transfer
(Share risk through insurance or a third party) 3 Avoid (Eliminate risk by removing
cause) 3 Accept (Formally accept risk at current level)

Treatment Justification: Risk level exceeds acceptance threshold. Critical infra-
structure dependencies require mitigation. Avoidance is not feasible due to opera-
tional requirements for vendor access. Insurance would transfer financial Impacts
but not operational, regulatory, or reputational impacts.

Risk Reduction Objective: Reduce risk level from High to Low by implementing
multi-factor authentication, enhanced monitoring, and access controls for vendor
connections, reducing the likelihood of successful compromise.

Target Residual Risk Level: x Low 8 Medium & High 8 Critical

Implementation Plan

Re- Re-

Ac- | Action Con- | spon- | sources
tion | Descrip- | trol sibil- | Re- Start | Due Depend-
ID tion Type | ity quired Date | Date | Status | encies
A- Implement | Pre- IT Se- | $45,000 2023- | 2023- | In Pro- | Vendor
001 | multi-factor | ven- | curity | budget, 04-01 | 06-30 | gress agreement

authentica- | tive Man- vendor amend-

tion for all ager | coordina- ment

vendor re- tion

mote ac-

cess
A- Deploy en- | De- oT $30,000 | 2023- | 2023- | Plan- SIEM ca-
002 | hanced tec- Secu- | budget, 04-15 | 07-31 | ning pacity up-

session tive | rity SIEM in- grade

monitoring Team | tegration

and log-

ging for all

remote ac-

cess
A- Implement | Pre- IT Se- | Integra- 2023- | 2023- | Not A-001
003 | time-lim- ven- | curity | tion with | 05-01 | 08-31 | Started

ited, tive Man- PAM so-

unique ager lution

credentials

for each

vendor

session
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Re- Re-

Ac- | Action Con- | spon- | sources
tion | Descrip- | trol sibil- | Re- Start | Due Depend-
ID tion Type | ity quired Date | Date | Status | encies
A- Configure | De- SOC SIEM rule | 2023- | 2023- | Not A-002
004 | automated | tec- Man- configu- | 05-15 | 07-15 | Started

alerts for | tive | ager ration

unauthor-

ized ac-

cess at-

tempts
A- Develop Ad- Com- | Legal re- | 2023- | 2023- | In Pro- | None
005 | and im- min- | pli- view, 04-01 | 06-15 | gress

plement istra- | ance vendor

enhanced | tive Man- coordina-

vendor ager tion

access

policy

and pro-

cedures

Implementation Constraints

Budget Constraints: Total budget allocation of $100,000 for Q2-Q3 2023. Any
additional funding requires executive approval.

Operational Constraints: Implementation must not disrupt vendor emergency
support capability. Changes to authentication must maintain 24/7 access for criti-
cal scenarios.

Technical Constraints: Legacy systems have limited support for modern authen-
tication methods. It may require compensating controls.

Regulatory Constraints: The solution must satisfy NERC CIP requirements for

interactive remote access to Medium Impact BES Cyber Systems.

Effectiveness Measurement
Key Performance Indicators:
e 100% of vendor access sessions use MFA
e 100% of vendor sessions have complete audit logs
e Zero unauthorized access attempts go undetected
e Average time to detect suspicious activity < 15 minutes
Testing Methods:
e Quarterly penetration testing of remote access controls
e Monthly review of access logs and monitoring alerts

. Simulated vendor access scenarios to validate controls
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Review Frequency: Monthly progress reviews during implementation Quarterly
effectiveness assessments after implementation Annual comprehensive review
Approval

Prepared By: ]J. Thompson, OT Security Lead Date: 2023-03-30

Reviewed By: M. Garcia, CISO Date: 2023-04-02

Approved By: A. Williams, CIO Date: 2023-04-05

6.2.5 Residual Risk Acceptance Form

Purpose

This form documents the formal acceptance of residual risk that remains after
controls are implemented. It ensures that risks are accepted at the appropriate

level of authority with a full understanding of potential consequences.

Instructions

1. Complete one form for each risk being accepted
Clearly describe the risk and its potential business impact
Document all existing controls and their effectiveness
Calculate and explain the residual risk level
Provide a detailed justification for acceptance

Obtain approval from the appropriate authority based on risk level

N o A DN

Establish review date based on risk level and organizational policy

Template
Risk ID:
Original Risk Level:

Risk Description: [Detailed description of the risk]

Business Impact: Description of potential consequences if the risk materializes]

Existing Controls

Control Control De- Implementation Effectiveness Last Test Re-
ID scription Type | Status (%) Tested sults

Control Effectiveness Justification: [Explain how control effectiveness was de-
termined]
Residual Risk Calculation:
Original Risk Score:
73
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Control Effectiveness: %
Residual Risk Score: Original Score x (1 - Control Effectiveness/100) =

Residual Risk Level: 3 Low 3 Medium 3 High 3 Critical

Risk Acceptance

Justification for Acceptance: [Detailed explanation of why this risk is being ac-
cepted rather than further mitigated]

Business Benefits of Acceptance: Description of business benefits that out-
weigh the risk]

Acceptance Time Period: From: To:

Review Trigger Conditions: [Conditions that would trigger reassessment before
scheduled review]

Contingency Plan: [Actions to be taken if risk materializes]

Approval

Risk Owner: Date:

Department Head: Date:

CISO/Security Officer: Date:

Approval Authority: Date: [Based
on residual risk level: Low - Department Head; Medium - CISO; High - CIO; Critical
- CEO]

Example

Risk ID: RS-205

Original Risk Level: High

Risk Description: The legacy SCADA system controlling the secondary distribu-
tion network cannot be patched to address the recently discovered vulnerability
due to vendor discontinuing support. System replacement is planned in 18 months
as part of the grid modernization project.

Business Impact: Exploitation could allow unauthorized access to the distribution
control system, potentially resulting in localized outages that affect up to 5,000
customers—Ilimited ability to manipulate physical equipment due to mechanical

safeguards.
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Existing Controls

Imple- Effec-

Con- menta- tive-

trol Control De- tion Sta- | ness Last

ID scription Type | tus (%) Tested | Test Results

C-001 | Enhanced net- Pre- Fully Im- 75% 2023- Effective - no
work segmenta- | ven- plemented 02-15 unauthorized
tion with applica- | tive traffic detected
tion-layer firewall

C-002 | Continuous net- De- Fully Im- 80% 2023- Effective - test
work monitoring | tec- plemented 02-15 intrusion de-
with behavioral tive tected within 3
analytics minutes

C-003 | Restricted physi- | Pre- Fully Im- 90% 2023- Effective - all ac-
cal access to con- | ven- plemented 01-10 cess attempts
nected terminals | tive logged and veri-

fied

C-004 | Manual approval | Pre- Fully Im- 60% 2023- Partially effec-
process for all ven- plemented 02-20 tive - some de-
control opera- tive lays in the ap-
tions proval process

Control Effectiveness Justification: Effectiveness percentages based on pene-
tration testing performed by a third-party security firm in February 2023—com-
bined effectiveness calculated as the weighted average of individual controls based
on their contribution to overall risk reduction.

Residual Risk Calculation: Original Risk Score: 16 Combined Control Effective-
ness: 70% Residual Risk Score: 16 x (1 - 0.70) =4.8 -5

Residual Risk Level: ¢ Low x Medium & High 3 Critical

Risk Acceptance
Justification for Acceptance: System replacement is already budgeted and
scheduled for 18 months from now as part of grid modernization. The cost of
emergency replacement ($1.2M) significantly exceeds the risk mitigation value
given existing compensating controls. Existing controls reduce the likelihood of
successful exploitation to “Low” while maintaining operational capability.
Business Benefits of Acceptance:

e Avoids $1.2M in emergency replacement costs

e Prevents service disruption during rushed replacement

e Allows for coordinated upgrades as part of a larger modernization effort

e Enables allocation of resources to higher-risk areas
Acceptance Time Period: From: 2023-03-01 To: 2024-09-30
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Review Trigger Conditions:
e Discovery of active exploitation of vulnerability in the wild
e Change in threat intelligence regarding targeting
e Failed control tests during monthly assessments
e Incidents affecting similar systems at peer utilities
Contingency Plan:
e The incident response plan includes a specific playbook for this system
e Manual operation procedures documented and tested
e Emergency replacement vendor and procedures identified if needed

e Alternative control paths established for critical functions

Approval

Risk Owner: R. Johnson, Grid Operations Manager Date: 2023-03-05
Department Head: S. Williams, VP Operations Date: 2023-03-07
CISO/Security Officer: M. Garcia, CISO Date: 2023-03-10
Approval Authority: J. Smith, CIO Date: 2023-03-12

6.2.6 Framework-Specific Mapping Tool

Purpose

This tool helps map organizational controls and risk assessments to specific regu-
latory framework requirements. It ensures comprehensive compliance coverage

and identifies potential gaps or overlaps between frameworks.

Instructions
1. Identify all applicable regulatory frameworks.
2. For each framework, list the specific requirements related to risk assess-
ment.
Map existing organizational controls to each requirement
Identify gaps where requirements aren't fully addressed
Identify overlaps where multiple controls address the same requirement

Develop action plans to address gaps

N o u s W

Update regularly as frameworks or controls change

76
Square de Mee(s 35 - 1000 Brussels - BELGIUM
eurel@eurel.org — www.eurel.org



mailto:eurel@eurel.org
http://www.eurel.org/

Convention of National Associations of Electrical Electronic and Information

Technology Engineers of Europe AISBL

Template

Framework Inventory

Framework | Framework Ver- Applica- Compliance Primary
ID Name sion bility Deadline Contact
Requirement Mapping Matrix
Org Control | Frame- Frame- Frame- Imple- Gaps/Notes
Con- De- work 1 work 2 work 3 menta-
trol scrip- Require- Require- Require- tion
ID tion ments ments ments Status
Gap Analysis
De-
Gap | scrip- Affected Re- Risk Remedia- Due Sta-
ID tion quirement(s) Level tion Plan Owner | Date tus
Example
Framework Inventory
Frame- Frame- Version Applicability Compli- Primary Con-
work ID | work ance tact
Name Deadline
F-001 NERC CIP | CIP-013-1 | Transmission as- | Imple- J. Rodriguez,
sets classified as | mented Compliance
Medium Impact Manager
F-002 IEC 62443 | 2-1:2019, | All industrial au- | Ongoing T. Chen, OT
3-3:2019 tomation and implemen- | Security Archi-
control systems tation tect
F-003 NIST CSF | v1.1 Enterprise-wide Voluntary M. Garcia,
CIsoO
F-004 NIS2 2022 All essential en- January E. Mueller,
ergy services 2025 Regulatory Af-
fairs
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Requirement Mapping Matrix (Partial Example)

EUREL

Org Control NERC IEC NIST Imple- Gaps/Notes
Con- Descrip- | CIP Re- | 62443 CSF Re- | menta-
trol tion quire- Require- | quire- tion Sta-
ID ments ments ments tus
RA- Risk As- CIP-013- | IEC ID.RA-1, | Imple- Need enhance-
001 sessment | 1 R1.1 62443-2- | ID.RA-2, mented ment for NIS2 re-
Methodol- 1:2019 ID.RA-3 quirements
ogy 4.2.3
RA- Vendor CIP-013- | IEC ID.SC-2 Imple- Meets all require-
002 Risk As- 1R1.2 62443-2- mented ments
sessment 1:2019
4.3.4
RA- Vulnera- | CIP-010- | IEC ID.RA-1, | Partially The gap in the OT
003 bility As- | 3 R3 62443-2- | DE.CM-8 | Imple- vulnerability as-
sessment 1:2019 mented sessment process
Program 4.2.3.9
AC- Access CIP-004- | IEC PR.AC-1, | Imple- Meets all require-
001 Control 6 R4 62443-3- | PR.AC-4 mented ments
Policy 3:2019
SR 1.1
Gap Analysis (Partial Example)
Affected
Gap Require- Risk Remedia- Due
ID Description | ment(s) Level | tion Plan Owner | Date | Status
G- OT vulnera- | NERC CIP- High Develop and | T. Chen | 2023- | In Pro-
001 | bility assess- | 010-3 R3, implement 06-30 | gress
ment pro- IEC 62443- OT-specific
cess is in- 2-1:2019 vulnerability
complete 4.2.3.9 assessment
procedures
G- Risk meth- NIS2 Article | Me- Update risk J. Ro- 2023- | Plan-
002 | odology 21 dium | assessment driguez | 09-30 | ning
doesn’t ad- methodology
dress NIS2 to incorpo-
require- rate NIS2-
ments specific re-
quirements
G- Supply chain | NERC CIP- Me- Enhance P. 2023- | Not
003 | risk assess- | 013-1 dium | vendor as- John- 08-15 | Started
ment lacks R1.2.5 sessment to | son
hardware include hard-
component ware compo-
evaluation nent evalua-
tion
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6.2.7 Implementation Guidelines

To effectively implement these templates in your organization:

1.

Customize to your environment: Adjust categories, criteria, and scoring
scales to reflect your organization’s specific context and requirements.
Integrate with existing processes: Connect these templates with your
existing risk management, compliance, and security operations processes.
Automate where possible: Consider implementing GRC (Governance,
Risk, and Compliance) tools to automate data collection, calculation, and
reporting.

Train personnel: Ensure that all personnel involved in the risk assessment
process understand how to use these templates consistently.

Review and refine: Periodically evaluate the effectiveness of these tem-
plates and refine them based on lessons learned and evolving requirements.
Maintain version control: Track template versions and ensure all stake-
holders use current versions.

Document methodology: Maintain comprehensive documentation of how
each template should be used, including scoring criteria and calculation

methods.

6.2.8 Tips for Energy Sector Risk Assessment

Energy Sector-Specific Considerations

When implementing these templates in energy sector organizations, consider the

following industry-specific factors:

Operational Technology (OT) Environments

Prioritize operational safety and reliability in risk assessments
Consider the Impact of control system disruptions on energy delivery
Evaluate potential cascading failures across interconnected infrastructure

Address constraints of legacy systems with limited security capabilities

Regulatory Complexity

Map relationships between industry-specific and general cybersecurity reg-
ulations
Consider cross-border implications for interconnected infrastructure
Consider othe jurisdictions frameworks as insights to potential changes in
your jurisdiction
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e Address both safety and security regulatory requirements

e Maintain evidence appropriate for regulatory audits

Interconnected Infrastructure
e Evaluate dependencies between IT, OT, and physical systems
e Consider the Impact of supporting infrastructure (communications, supply
chain)
e Address third-party connectivity and remote access risks

e Evaluate the potential for cascading impacts across interconnected systems

Seasonal Variations
e Consider increased criticality during peak demand periods
e Evaluate weather-related factors that may increase operational risk
e Adjust impact assessments based on seasonal demand patterns

e Consider maintenance windows and their Impact on risk

Common Risk Assessment Pitfalls in the Energy Sector
When implementing these templates, be aware of common pitfalls:
4. Underestimating OT impacts: Failing to fully consider operational and
safety implications of cybersecurity risks
5. Framework silos: Treating different compliance frameworks as separate
efforts rather than integrated requirements
6. Static assessments: Treating risk assessment as a point-in-time activity
rather than a continuous process
7. Insufficient technical depth: Lacking OT-specific expertise in assessment
teams
8. Missing third-party risks: Overlooking supply chain and interconnected
utility risks
9. Inadequate executive engagement: Failing to translate technical risk
into business impact for leadership
10. Over-reliance on qualitative assessment: Not leveraging available data
for more quantitative analysis
11. Inconsistent methodology: Using different approaches across organiza-

tional silos

Continuous Improvement Recommendations
To enhance the effectiveness of your risk assessment program over time:
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1. Feedback loops: Establish mechanisms to collect lessons learned after in-
cidents and exercises

2. Benchmark: Compare practices with industry peers through information-
sharing organizations

3. Threat intelligence integration: Continuously improve threat assess-
ment based on sector-specific intelligence

4. Technology evolution: Regularly review assessment methodologies to ad-
dress emerging technologies

5. Metrics and effectiveness: Develop KPIs to measure risk assessment pro-
gram effectiveness

6. Cross-functional collaboration: Strengthen relationships between IT,
OT, compliance, and business teams

7. Scenario evolution: Regularly update and enhance risk scenarios based

on emerging threats and incidents

6.3 Energy Sector Cybersecurity Risk Assessment and Management

This chapter provides a comprehensive risk assessment and management ap-
proach tailored explicitly for energy sector organizations navigating complex cy-
bersecurity regulatory frameworks. The methodologies presented here bridge the
gap between high-level requirements and practical implementation, offering con-
crete solutions to common challenges in industry. Energy sector operators face
unique challenges, including convergence of operational technology (OT) and in-
formation technology (IT), geographic distribution of assets, and compliance with
multiple overlapping regulatory frameworks. This document presents a unified ap-
proach to risk assessment that addresses these challenges while maintaining align-
ment with major frameworks, including IEC 62443, NIST CSF, NIS2, and NERC CIP

standards.

The proposed methodologies enable organizations to:
e Harmonize risk assessment approaches across multiple regulatory frame-
works
e Standardize risk quantification for consistent decision-making
e Establish evidence-based impact and likelihood assessments
e Define appropriate risk acceptance criteria based on organizational context

e Manage residual Risk effectively within framework-compliant thresholds
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By implementing these methodologies, energy sector organizations can achieve
regulatory compliance and meaningful security improvements while efficiently al-

locating resources to address the most significant risks to their operations.

6.3.1 Introduction to Risk Assessment in the Energy Sector

The Critical Nature of Energy Infrastructure

Energy infrastructure represents one of the most critical national and international
security components. The reliable delivery of electricity, natural gas, and other
energy sources underpins virtually all aspects of modern society, from healthcare
and emergency services to telecommunications and financial systems. Disruptions
to energy infrastructure can have cascading effects across multiple sectors, poten-
tially resulting in significant economic damage, public safety concerns, and, in ex-
treme cases, loss of life. The criticality of energy infrastructure is reflected in its
designation as critical infrastructure in most nations and the corresponding regu-
latory attention it receives. This heightened status brings with it additional security

obligations, particularly in the realm of cybersecurity.

Current Threat Landscape
The energy sector faces an evolving and increasingly sophisticated threat land-
scape:

e Nation-State Actors: Government-sponsored threat actors with significant
resources target energy infrastructure for espionage, sabotage, and prepa-
ration for potential conflicts.

e Cybercriminal Organizations: Financially motivated attackers target en-
ergy companies for ransomware and extortion opportunities, exploiting the
critical nature of these services.

e Hacktivists: Ideologically motivated actors may target energy companies,
particularly those involved in fossil fuels, for political or environmental rea-
sons.

e Insiders: Employees or contractors with privileged access represent a sig-

nificant threat vector, whether acting maliciously or inadvertently.

Recent trends indicate:
e The growing convergence of IT and OT networks increases the attack sur-
face
e Targeting of industrial control systems (ICS) and SCADA environments
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e  Supply chain attacks compromising trusted vendors and software

e Sophisticated malware explicitly designed for energy infrastructure

Regulatory Context
Energy sector organizations must navigate a complex regulatory landscape that
includes:
e International Standards: IEC 62443 series provides cybersecurity stand-
ards for industrial automation and control systems
e Regional Frameworks: EU Network Code on Cybersecurity, NIS2 Directive
e National Frameworks: NIST Cybersecurity Framework, NERC CIP stand-
ards in North America
e Sector-Specific Guidelines: Industry-specific guidance from bodies such

as the Energy Expert Cyber Security Platform (EECSP)

This regulatory complexity creates challenges in establishing consistent risk as-
sessment approaches that satisfy all applicable requirements while remaining

practical to implement.
6.3.2 Framework-Specific Risk Methodologies

Assessment Approach Alignment

The energy sector faces a unique challenge: aligning risk assessment methodolo-
gies across multiple regulatory frameworks. Each framework establishes its ap-
proach to Risk, often with different terminology, scoring systems, and emphasis.
This section provides a structured approach to harmonize these disparate require-
ments into a cohesive risk assessment methodology. It's crucial to understand that
compliance does not equate to security. Achieving compliance means an organi-
zation has met a specific set of minimum regulatory or industry-mandated stand-
ards and controls, such as those defined by NIS2 or the Network Code on Cyber-
security for European utilities. These requirements are often based on a common
baseline of risks and represent a snapshot in time. However, a truly secure posture
requires continuous vigilance and going beyond the checklist. Modern cyber threats
constantly evolve, and even a fully compliant system may harbor unknown vul-
nerabilities or fail to address risks outside the scope of the compliance framework.
Therefore, while compliance is mandatory and offers a good starting point, it
should be viewed as a floor, not a ceiling, for a robust security program. A mature
security strategy focuses on managing real-world risk, not just passing an audit.
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Understanding the fundamental differences between frameworks is essential for

effective integration:

Table 1: Differences between frameworks

Frame- Risk Approach Primary Focus Assessment Fre-

work quency

IEC Zone-based risk assessment Industrial automa- | Based on change

62443 with security levels tion and control management

systems

NIST CSF | Risk management functions Holistic cybersecu- | Continuous assess-
(Identify, Protect, Detect, Re- rity program ment
spond, Recover)

NIS2 Risk-based security measures Critical infrastruc- | Regular review plus
with reporting requirements ture resilience significant changes

NERC CIP | Compliance-focused assessment | Bulk electric sys- Ongoing monitoring
with bright-line criteria tem security with annual valida-

tion

Framework Integration Model
To effectively align assessment approaches across frameworks, organizations
should implement a three-layer integration model:

1. Core Risk Process Layer: Establish a foundational risk assessment meth-
odology that captures the essential elements required by all applicable
frameworks.

2. Framework Translation Layer: Create mapping functions that translate
the core risk outputs into the specific formats, scales, and terminology re-
quired by each framework.

3. Compliance Reporting Layer: Generate framework-specific documenta-
tion and artifacts demonstrating compliance with each regulatory require-
ment.

This approach enables organizations to maintain a single, coherent risk assess-
ment process while satisfying multiple frameworks' diverse requirements.
Mapping Between Common Frameworks. The following table provides a cross-ref-

erence mapping between risk assessment components in major frameworks:

Table 2: Frameworks cross-reference mapping

Risk Compo- | IEC 62443 NIST CSF | NIS2 NERC CIP

nent

Asset Inven- System Under Con- | ID.AM Essential Entity | Critical Cyber As-
tory sideration Definition Assets sets

Threat As- Threat Model ID.RA-2 Risk Analysis Security Planning
sessment
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Risk Compo- | IEC 62443 NIST CSF | NIS2 NERC CIP

nent

Vulnerability Zone and Conduit ID.RA-1 Vulnerability Vulnerability As-

Assessment Analysis Management sessment

Impact As- Target Security Impact Significant In- | BES Impact Cri-

sessment Level Analysis cident Criteria | teria

Risk Treat- Security Level Re- Response | Risk Treatment | Requirements

ment quirements Implementation

Monitoring Continuous Monitor- | DE.CM Incident Re- Change Manage-
ing porting ment

Organizations should use this mapping to ensure that their integrated risk assess-
ment process satisfies the specific requirements of each framework they must

comply with.

6.3.3 Risk Calculation Standardization

A standardized approach to risk quantification is essential for consistent decision-
making across an organization and for meaningful comparison between different
risks. Without standardization, risk assessments may vary significantly depending
on who performs them, leading to inconsistent security resource allocation. The
unified risk quantification model presented here provides a consistent mathemat-
ical approach to risk calculation while remaining flexible enough to accommodate

framework-specific requirements.

The Risk Calculation Model for Assessment (RICA)
The Risk Calculation Model for Assessment provides a structured approach to quan-
tifying cybersecurity risks in the energy sector. The model follows the classic risk
equation but with specific adaptations for energy infrastructure:
Risk = Threat x Vulnerability x Impact x Infrastructure Criticality
Where:

e Threat represents the likelihood of a threat actor targeting the asset

e Vulnerability represents the presence of exploitable weaknesses

e Impact represents the potential consequences of a successful attack

e Infrastructure Criticality represents the importance of the asset to en-

ergy delivery

This formula can be further refined by breaking down each component into meas-

urable factors
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Figure 3: Risk Calculation Model

i ! I

Threat Actor Capabilty Known Weaknesses Operational Effect Energy Delivery Role
Targeting Intent Control Effectivnes Financial Loss Customer Depend-
ency
Historical Patterns Exposure Level Regulatory Penalties )
Recovery Time

B cricl 0729 Example: Threat=4, Vulnerability=3, Impact=4, Criticality=3

| High (11-16) Risk Score = 4 x 3 x 4 x 3= 144 (Normalized to 1-25 scale = 6)
Medium (5-10)

B o

Quantitative vs. Qualitative Assessment
Organizations must decide whether to adopt a quantitative or qualitative approach
to risk assessment:
Quantitative Assessment:

e Uses numerical values and mathematical calculations

e Provides precise risk values that can be compared objectively

e Requires significant data and expertise to implement accurately

e It may create false precision if based on poor-quality data
Qualitative Assessment:

e Uses descriptive categories (e.g., Low, Medium, High)

e More accessible for stakeholders without technical expertise

e It is faster and requires less data to implement

e It may be less precise to compare similar risks
Recommended Approach: A semi-quantitative method that uses numeric scales
(e.g., 1-5) for each factor but anchors these values to qualitative descriptions. This
approach balances precision with practicality and is compatible with most regula-

tory frameworks.

Risk Calculation Process
Implementing a standardized risk calculation follows this process:
o Define Scales: Establish consistent numerical scales for threat, vulnerabil-
ity, impact, and criticality factors.
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o« Assessment Criteria: Develop clear criteria for assigning values on each

scale to ensure consistency.

e Calculation Method: Implement the risk formula consistently across all

assessments.

o Interpretation Guide: Create guidance for interpreting calculated risk

scores and translating them to action priorities.

o Validation: Regularly validate risk calculations through peer review and

historical analysis.

Table 3: Example Risk Calculation Table

Scale Threat Likeli- Vulnerability Impact Se- | Infrastructure Critical-
Value hood Level verity ity
1 (Very | Theoretical at- No known vulner- | Minimal dis- Non-critical support sys-
Low) tackers with abilities ruption to tems

minimal re- operations

sources
2 (Low) | Limited attackers | Vulnerabilities re- | Limited, Secondary support sys-

with basic capa- | quiring significant | short-term tems

bilities expertise to ex- disruption

ploit

3 (Me- Motivated at- Known vulnerabili- | Regional dis- | Important operational
dium) tackers with ties with available | ruption up to | systems

moderate re- mitigations 4 hours

sources
4 Sophisticated at- | Easily exploitable Major disrup- | Critical operational sys-
(High) tackers with sig- | vulnerabilities tion up to 24 | tems

nificant re- hours

sources
5 (Very | Advanced persis- | Zero-day or un- Severe dis- Core infrastructure com-
High) tent threats or patched critical ruption ex- ponents

nation-states vulnerabilities ceeding 24

hours

6.3.4 Impact Assessment Criteria

Standardized Impact Evaluation

A consistent approach to evaluating the potential impact of security incidents is

essential for effective risk assessment. Impact assessment in the energy sector

must consider both general business impacts and industry-specific operational im-

pacts.

Business Impact Analysis for the Energy Sector

Business Impact Analysis (BIA) provides the foundation for understanding how

cybersecurity incidents affect organizational objectives. For energy sector organi-

zations, this analysis should include:
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Identification of Critical Business Functions:

e Energy generation, transmission, and distribution processes

e Market operations and energy trading functions

e Customer service and billing operations

e Regulatory compliance and reporting

Determination of Maximum Tolerable Downtime (MTD):

e For each business function, establish the maximum time it can be unavail-

able before causing significant harm

e Consider seasonal variations in tolerance (e.g., higher criticality during

peak demand periods)

Identification of Dependencies:

e Map dependencies between business functions and supporting IT/OT sys-

tems

e Include external dependencies such as suppliers, service providers, and

interconnected utilities

Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO):

e Document required recovery timeframes for each system

e Establish acceptable data loss parameters

Operational Impact Assessment

Energy sector organizations must evaluate operational impacts using industry-spe-

cific criteria:

Table 4: Operation Impact Assessment

Impact Cate-
gory

Low Impact

Medium Im-
pact

High Impact

Critical Impact

Generation

<5% reduction

5-15% reduc-

15-30% reduc-

>30% reduction

graded mode

promised

Capacity tion tion

Transmis- Limited local Regional out- Major outage Widespread out-

sion/Distri- outage (<1000 | age (1000- (10,000- age (>100,000

bution customers) 10,000 cus- 100,000 cus- customers)

tomers) tomers)

Control Sys- | Temporary Partial control | Significant con- | Complete loss of

tems loss of moni- capability loss | trol capability control capabilities
toring loss

Safety Sys- No impact on Safety sys- Safety systems | Safety systems

tems safety systems | tems in de- partially com- are fully compro-

mised
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Financial Impact Assessment

Financial impact assessment should consider both immediate costs and long-
term financial implications:

Table 5: Financial Impact Assessment

Impact Category | Low Im- | Medium Im- High Impact | Critical Impact
pact pact
Immediate Costs | <$100K prmdM p- 10M >$10M
Regulatory Penal- | Minor vio- | Moderate viola- | Significant vio- | Severe viola-
ties lations tions lations tions with maxi-
mum penalties
Customer Com- Minimal Moderate com- | Significant Extensive com-
pensation compen- pensation re- compensation pensation re-
sation re- | quired required quired
quired
Market Opera- Minimal fi- | Temporary Significant fi- Catastrophic fi-
tions nancial trading limita- | nancial loss nancial loss
loss tions

Reputational Impact Assessment
Reputational impacts should be evaluated based on stakeholder perception and

media coverage:

Table 6: Reputational impact assessment

Impact Low Im- Medium Impact High Impact Critical Impact
Category pact
Media Cov- | Limited lo- | Regional coverage National coverage | International
erage cal cover- Coverage

age
Customer Minimal Noticeable decline Significant loss of | Severe loss of
Confidence | impact in customer confi- customer confi- customer confi-

dence dence dence

Regulatory | Minimal Increased regula- Formal investiga- | License to oper-
Trust impact tory scrutiny tion ate questioned
Industry Minimal Some industry at- Major industry Industry-wide
Reputation | impact tention concern implications

Regulatory Impact Assessment

Assessment of regulatory impacts should consider compliance obligations specific

to the energy sector:
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Impact Cate- | Low Im- Medium Im- | High Impact Critical Impact
gory pact pact
Compliance Minor non- Notable com- | Significant com- | Severe compliance
Status compliance | pliance issues | pliance viola- violations
tions
Mandatory Recordable | Reportable in- | Major reporta- Critical infrastruc-
Reporting incident cident ble incident ture incidents re-
quiring immediate
reporting
Regulatory Informal in- | Formal inves- | Extended inves- | Enforcement actions
Investigation | quiry tigation tigation with and penalties
findings
Operational No re- Limited opera- | Significant op- Cease operations
Restrictions strictions tional re- erational re- order
strictions strictions

Likelihood Determination

Accurate likelihood determination requires an evidence-based approach that con-
siders multiple factors rather than relying solely on subjective judgment. This sec-
tion outlines a structured methodology for assessing the probability of security

incidents occurring.

Threat Intelligence Integration
Threat intelligence provides essential context for likelihood determination by iden-
tifying specific threat actors, their capabilities, and their targeting patterns:
Industry-Specific Threat Intelligence:
e Collect intelligence from sector-specific information-sharing organizations
(e.g., E-ISAC)
e Monitor advisories from government agencies focused on energy sector
threats
e Participate in industry working groups and forums
Threat Actor Profiling:
e Identify threat actors known to target energy infrastructure
e Assess their capabilities, resources, and sophistication
e Evaluate their historical targeting patterns and success rates
Threat Scenario Development:
e Create specific threat scenarios based on intelligence
e Map scenarios to critical assets and business functions

e Validate scenarios through red team exercises where appropriate
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Likelihood Scoring Based on Intelligence:

Table 8: Likelihood scoring

Likelihood Score | Threat Intelligence Indicators

1 (Very Low) No specific threat actor interested in similar targets

2 (Low) General interest but no specific targeting of similar organizations
3 (Medium) Known targeting similar organizations in different regions

4 (High) Active targeting of similar organizations in your region

5 (Very High) Specific intelligence indicating your organization is targeted

Historical Data Analysis
Analysis of historical security events provides an empirical foundation for likelihood
assessment:
Internal Incident Data:
e Review of past security incidents and near-misses
e Analyze security monitoring data for attempted attacks
e Examine trends in security events over time
External Incident Analysis:
e Study incidents affecting similar organizations
e Review industry-wide incident reports and analyses
e Identify common attack patterns and vectors
Statistical Analysis Techniques:
e Calculate baseline frequencies for common attack types
e Identify seasonal or cyclical patterns in attack frequency
e Use trend analysis to project future likelihood

Likelihood Scoring Based on Historical Data:

Table 9: Likelihood scoring - historical data

Likelihood Historical Data Indicators

Score

1 (Very Low) No occurrences in the industry in the past 5 years

2 (Low) There are a few occurrences in the industry, none in your organiza-
tion

3 (Medium) Multiple occurrences in the industry annually, rare in your organi-
zation

4 (High) Common in the industry, occasional occurrences in your organiza-
tion

5 (Very High) Frequent occurrences in both the industry and your organization
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Vulnerability Assessment
Comprehensive vulnerability assessment is essential for accurate likelihood deter-
mination:
Technical Vulnerability Assessment:
e Regular scanning of IT systems for known vulnerabilities
e OT-specific vulnerability assessments for control systems
e Penetration testing to identify exploitable weaknesses
Control Effectiveness Evaluation:
e Assessment of security control implementation and effectiveness
e Testing of detective and preventive controls
e Evaluation of control coverage across all systems
Architectural Review:
e Analysis of network segmentation and security boundaries
e Review of defense-in-depth implementation
e Assessment of resilience against common attack patterns

Likelihood Scoring Based on Vulnerability Assessment:

Table 10: Likelihood scoring — vulnerability assessment

Likelihood Vulnerability Indicators

Score

1 (Very Low) No known vulnerabilities, strong controls in place

2 (Low) There are a few minor vulnerabilities, but generally adequate con-
trols

3 (Medium) Some significant vulnerabilities, partially adequate controls

4 (High) Multiple significant vulnerabilities, largely ineffective controls

5 (Very High) Critical vulnerabilities, inadequate or absent controls

6.3.5 Risk Acceptance Criteria

Establishing appropriate risk acceptance criteria is essential for making consistent
risk treatment decisions that align with both organizational risk tolerance and reg-
ulatory requirements. This section guides the development and implementation of
framework-compliant risk thresholds.

Establishing Risk Tolerance Levels

Risk tolerance levels should be established based on a combination of organiza-
tional factors and regulatory requirements:

Organizational Factors:

e Business objectives and strategic priorities
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e Operational requirements and constraints

e Financial capacity to invest in risk mitigation

e Board and executive risk appetite statements

Regulatory Requirements:

e Mandatory controls specified in applicable frameworks

e Implicit risk thresholds in regulations (e.g., NERC CIP bright-line criteria)

e Reporting and notification thresholds

e Industry baseline expectations

Risk Tolerance Matrix:

This matrix defines risk acceptance thresholds based on the combined impact and

likelihood scores from your risk assessment:

Table 11: Risk tolerance

Risk Score Risk Default Response

Range Level

1-4 Low Accept Risk with routine monitoring

5-10 Medium Accept Risk with enhanced monitoring; consider mitiga-
tion for critical assets.

11-16 High Mitigate Risk through control implementation; accept only
with senior approval.

17-25 Critical Immediate mitigation is required; acceptance only with
executive/board approval.

Framework-Specific Adjustments:

Default thresholds should be adjusted to ensure compliance with framework-spe-

cific requirements:

Table 12: Framework Specific adjustments

Frame- Adjustment to Default Thresholds

work

IEC 62443 | Align risk levels with required Security Levels (SL 1-4) based on zone crit-
icality.

NIST CSF Ensure risks affecting core functions have enhanced scrutiny regardless of
the score.

NIS2 Lower acceptance thresholds for risks potentially resulting in reportable
incidents.

NERC CIP Zero tolerance for non-compliance with mandatory requirements regard-
less of risk score

Residual Risk Management

Residual Risk—the Risk that remains after controls are implemented, requires spe-

cific management approaches:
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Residual Risk Calculation:
e Residual Risk = Inherent Risk x (1 - Control Effectiveness)
e  Where: Inherent Risk is the initial risk score before controls

e Control Effectiveness is scored from 0 (ineffective) to 1 (fully effective)
Residual Risk Threshold Development:

Table 13: Residual risk threshold

Asset Criticality | Maximum Acceptable Residual Risk
Low Medium risk level (score up to 10)
Medium Low-Medium risk level (score up to 8)
High Low-risk level (score up to 4)

Critical Minimal risk level (score up to 2)

Residual Risk Documentation:
e Document all accepted residual risks in a risk register
e Include justification for acceptance and approval authority
e Specify monitoring requirements and reassessment frequency
e Link to contingency plans for risk materialization
Review and Governance:
e Establish clear escalation paths for residual risk approval
e Implement regular review cycles for accepted risks
e Track aggregate residual Risk to prevent accumulation

e Report significant residual risks to senior management and the board

6.3.6 Implementation Guide

Step-by-Step Implementation Process

Implementing the risk assessment methodologies described in this chapter re-
quires a structured approach. The following 10-step process provides a roadmap

for organizations to follow:
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Figure 4: Implementation process flow
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Establish Risk Governance:
e Define roles and responsibilities for risk management
e Establish risk committees and decision-making authorities
e Develop risk management policies and procedures
e Secure executive sponsorship and resource commitments
Asset Inventory and Classification:
e Identify and catalog all assets within the scope
o Classify assets based on criticality to energy delivery
e Document dependencies between assets
e Assign ownership for each asset
Framework Mapping and Integration:
e Identify all applicable regulatory frameworks
e Map requirements across frameworks using the integration model
e Develop framework-specific reporting templates
e Create a unified assessment schedule
Risk Assessment Methodology Definition:
e Adapt the Risk Calculation Model for Assessment model to the organizational
context
e Define scales and criteria for each risk component
e Develop assessment workflows and documentation templates

e Train assessment teams on the methodology
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Threat Landscape Analysis:

e Conduct an organization-specific threat assessment

e Implement threat intelligence collection processes

e Develop threat scenarios relevant to energy operations

e Establish likelihood determination protocols
Vulnerability Assessment Program:

e Implement technical vulnerability scanning procedures

e Develop OT-specific assessment methodologies

e Establish control effectiveness evaluation processes

e Create vulnerability management workflows
Impact Analysis:

e Conduct Business Impact Analysis for critical functions

e Develop impact criteria for all assessment categories

e Define maximum tolerable downtimes and recovery objectives

e Establish impact scoring guidelines
Risk Calculation and Evaluation:

e Implement the standardized risk calculation formula

e Develop risk registers and tracking mechanisms

e Establish risk evaluation processes

e Define reporting formats and frequencies
Risk Treatment Planning:

e Define risk treatment options and selection criteria

e Develop risk treatment plan templates

e Establish approval processes for risk treatment decisions

e Implement tracking mechanisms for control implementation
Monitoring and Review:

e Establish continuous monitoring mechanisms

e Define key risk indicators (KRIs) for proactive monitoring

e Implement regular review cycles for risk assessments

e Develop improvement processes based on lessons learned
Cross-Functional Collaboration
Effective risk assessment requires collaboration across multiple organizational
functions:

Required Participants:
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Cybersecurity team
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Figure 5: Cross-functional collaborating
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Collaboration Mechanisms:

Regular risk committee meetings
Cross-functional assessment teams
Shared risk registers and dashboards
Joint training and tabletop exercises

Integrated planning processes

Information Sharing Processes:

Standardized Risk reporting templates
Automated risk dashboards

Regular briefing sessions

Knowledge management systems

Lessons learned repositories

Continuous Monitoring and Review:

EUREL

Risk assessment is not a one-time activity but an ongoing process that re-

quires continuous monitoring and periodic review:

Monitoring Elements:

Key Risk Indicators (KRIs) aligned with significant risks
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Control effectiveness metrics
Changes to the threat landscape
Emerging vulnerabilities

Regulatory requirement changes

Review Triggers:

Scheduled periodic reviews (quarterly, annual)
Significant organizational changes

Major system changes or acquisitions

New threat intelligence

Incidents or near-misses

Regulatory changes

Improvement Process:

Collect feedback on the assessment process

EUREL

Analyze assessment accuracy compared to actual events

Identify assessment gaps and deficiencies
Implement methodology improvements

Update training and documentation

6.3.7 Case Study: Integrated Risk Assessment for a Power Distribution Company

Note: This case study is fictional but based on realistic scenarios in the energy

sector.

Organization Background

EnergyDist is a medium-sized power distribution company serving approximately

500,000 customers across three regions. The company operates a modern distri-

bution network with SCADA systems for grid management, smart metering infra-

structure, and traditional IT systems for business operations. EnergyDist must

comply with multiple regulatory frameworks, including IEC 62443, NIST CSF, and

regional energy regulations. The company struggled with inconsistent risk assess-

ments across different departments and difficulty demonstrating compliance with

all applicable frameworks.

Challenge

EnergyDist needed to:

Establish a consistent risk assessment methodology across IT and OT envi-

ronments

98

Square de Mee(s 35 - 1000 Brussels - BELGIUM

eurel@eurel.org — www.eurel.org



mailto:eurel@eurel.org
http://www.eurel.org/

Convention of National Associations of Electrical Electronic and Information
Technology Engineers of Europe AISBL E “ R E I

Ensure compliance with multiple regulatory frameworks without duplicating
effort
Develop clear criteria for risk evaluation and acceptance

Create a sustainable risk management program with limited resources

Solution Implementation

EnergyDist implemented the methodologies described in this chapter through the

following steps:

Integration Model Development:

Created a core risk process based on the Risk Calculation Model for the As-
sessment model

Developed mappings between their assessment outputs and framework-
specific requirements

Established a centralized risk register with framework-specific reporting ca-

pabilities

Risk Calculation Standardization:

Implemented the unified risk calculation formula
Developed company-specific scales for threat, vulnerability, impact, and
criticality

Created assessment templates that guided consistent evaluation

Impact Assessment Criteria:

Conducted Business Impact Analysis for all critical functions
Developed impact criteria specific to their distribution operations
Created a matrix linking operational impacts to financial and regulatory con-

sequences

Likelihood Determination:

Established relationships with sector-specific threat intelligence providers
Implemented a vulnerability management program covering both IT and OT

Developed evidence-based likelihood criteria using historical data

Risk Acceptance Framework:

Established clear escalation paths based on risk levels
Created a residual risk acceptance process aligned with regulatory require-
ments

Implemented quarterly risk reviews with executive participation
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Results
After implementing the integrated risk assessment methodology, EnergyDist
achieved:

e 40% reduction in time spent on compliance documentation

e Consistent risk evaluations across previously siloed departments

e Clear traceability between identified risks and regulatory requirements

e More effective allocation of security resources to the highest-risk areas

e Improved executive understanding of security risks

e Positive feedback from regulators on their comprehensive approaches

Key Lessons
The EnergyDist case study highlights several important lessons:
e A unified core risk process can satisfy multiple regulatory requirements
when properly mapped
e Cross-functional collaboration is essential for comprehensive risk assess-
ment
e Clear, standardized criteria improve consistency and reduce subjective bias
e Executive involvement in establishing risk tolerance improves decision-mak-
ing
e Continuous monitoring is necessary to maintain an accurate risk picture
6.3.8 Practical Implementation Examples
To put the methodology into practice, here is a step-by-step example of how to

conduct a unified risk assessment that satisfies multiple frameworks:

Step 1: Define the Assessment Scope
Example: A substation SCADA system controlling regional power distribution with
the following characteristics:

e Controls power delivery to approximately 50,000 customers

e Connected to the corporate network via a secured gateway

e Contains legacy components with limited security capabilities

e Falls under multiple regulatory frameworks (IEC 62443, NIST CSF, NERC

CIP)

Documentation Required:

e System architecture diagram

e Network connectivity map
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e Component inventory

e Data flow diagram

Step 2: Apply the Framework Integration Model
e Core Risk Process: Apply the Risk Calculation Model for Assessment model
to identify and assess risks
¢ Framework Translation:
o For IEC 62443: Map components to zones and conduits; determine
target Security Levels (SL)
o For NIST CSF: Organize findings according to the five core functions
o For NERC CIP: Map components to applicable BES Cyber System clas-
sifications

Step 3: Conduct Standardized Risk Calculation
For a specific risk scenario: "Remote exploitation of a vulnerability in SCADA gate-

way leading to unauthorized access to control systems."
Risk Component Scoring:

Table 14: Risk component scoring

Component Score Justification

Threat 4 (High) | Recent intelligence indicates that sophisticated threat
actors target the energy sector.

Vulnerability 3 (Me- Known vulnerability exists but requires specific exper-

dium) tise to exploit

Impact 4 (High) | Could cause a regional outage affecting 50,000 cus-
tomers for up to 4 hours

Infrastructure 3 (Me- Critical to regional distribution, but redundant sys-

Criticality dium) tems exist

Risk Calculation:
. Calculate risk score: 4 x 3 x 4 x 3 = 144
e Normalize to 1-25 scale: (144 + 625) x 25 =5.76 - 6

e Risk categorization: Medium (score = 6)

Step 4: Apply Framework-Specific Adjustments

IEC 62443 Adjustment:
e Target Security Level for substation zone: SL2
e Required controls for SL2 include network segmentation and access control
e Risk treatment must meet minimum SL2 requirements regardless of the

calculated risk score
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NIST CSF Adjustment:
° Risk affects "Protect" and "Detect" core functions

e Enhanced controls required based on CSF profiles for the energy sector
NERC CIP Adjustment:
e Components classified as BES Cyber Assets

e Mandatory controls are required regardless of risk score

Step 5: Document and Report Across Frameworks

Unified Documentation:

e Comprehensive risk assessment report with calculated scores

e Risk treatment plan addressing controls for all applicable frameworks

e Evidence collection guidelines for demonstrating compliance

Framework-Specific Outputs:

e IEC 62443: Zone and conduit assessment with security level requirements

e NIST CSF: Control implementation aligned with CSF subcategories

e NERC CIP: Compliance documentation with required evidence

Risk Calculation Worksheet Example

Below is a sample worksheet demonstrating how an organization might calculate

Risk for a specific scenario:

Table 15: Risk calculation worksheet

Risk Scenario ID

RS-101

Description

Remote exploitation of vulnerability in SCADA gateway leading to
unauthorized access to control systems

Affected Assets

Substation Gateway SG-03, SCADA Servers S1 and S2, HMI
Workstations WS1-WS3

Threat Actor

Nation-state cyber threat groups targeting energy infrastructure

Threat Score (1-
5)

4 - High: Specific intelligence indicates targeting of similar or-
ganizations

Vulnerability De-

Unpatched remote code execution vulnerability in gateway firm-

scription ware
Vulnerability 3 - Medium: Vulnerability exists but requires specific expertise to
Score (1-5) exploit

Potential Impact

Unauthorized control of substation operations potentially causes
power outages.

Impact Score (1-
5)

4 - High: Potential outage affecting 50,000 customers for up to 4
hours

Infrastructure
Criticality

Regional distribution substation serving multiple critical custom-
ers

Criticality Score
(1-5)

3 - Medium: Critical to regional distribution, but redundant sys-
tems exist

102
Square de Mee(s 35 - 1000 Brussels - BELGIUM
eurel@eurel.org — www.eurel.org



mailto:eurel@eurel.org
http://www.eurel.org/

Convention of National Associations of Electrical Electronic and Information
Technology Engineers of Europe AISBL

EUREL

Risk Scenario ID RS-101

Raw Risk Score 4 x3x4x3=144

Normalized Risk 6
Score (1-25)

quirements apply

Risk Category Medium
Framework Ad- NERC CIP: Medium-impact BES Cyber System - requires manda-
justments tory controls 62443: Zone SL2 target - minimum security re-

mination

Final Risk Deter- | High (adjusted based on framework requirements)

Risk Owner John Smith, OT Security Manager

Current Controls | Network monitoring, basic access controls, irregular patching

Control Effective- | 40% (partial implementation with significant gaps)

ness
Residual Risk 6 x (1-0.4) =3.6 >4 (Medium-Low)

Score

Additional Con- Enhanced network segmentation, regular patching program,
trols Required multi-factor authentication, continuous monitoring

Risk Acceptance Required: CISO approval (due to framework requirements)
Authority

Review Fre- Quarterly plus after significant system changes

quency

Visual Risk Matrix Implementation

To effectively communicate risk levels across the organization, a standard visual

risk matrix helps ensure consistent understanding. Here is a practical implemen-

tation example:
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Figure 6: Risk Tolerance Matrix

Using the Matrix for Decision-Making

Risk Tolerance Matrix

Impact

Il Critical Risk (17-25)
High Risk (11-16)
Medium Risk (5-10)

Il Low Risk (1-4)

Likelihood
Risk Evaluation:

e Plot each identified Risk on the matrix based on impact and likelihood scores
e Identify clusters of risks to determine priority areas
e Track the movement of risks over time to measure control effectiveness
Risk Treatment Decisions:
e Red zone (Critical): Immediate mitigation required; executive approval for
acceptance
e Orange zone (High): Prioritized mitigation; senior management approval for
acceptance
e Yellow zone (Medium): Planned mitigation; department-level approval for
acceptance
e Green zone (Low): Accept with routine monitoring; operational-level ap-
proval
Resource Allocation:

e Direct security resources to higher-risk areas (red and orange zones)
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e Bundle similar risks for efficient control implementation

e Balance technical and administrative controls based on risk profile

Framework Integration Example
The following diagram illustrates how organizations can implement the three-layer
framework integration model:

Figure 7: Framework Integration Model

IEC 62443 B

NIS2 > Mapping between|core procees and

NISTCSF — » Framework Translation Layer
framwork réequirments

NERC CIP

Core Risk Process Layer
Unified risk assessment methodology

Implementation Steps:
Define Core Risk Process:
e Establish a standard risk assessment methodology
e Develop consistent scoring criteria
e Create unified templates and workflows
e Train assessment teams on methodology
Create Framework Translation Layer:
e Map core risk components to framework-specific requirements
e Develop automated translation tools where possible
e Establish validation processes for framework alignment
e Create framework-specific reporting templates
Implement Compliance Reporting Layer:
e Generate framework-specific documentation
e Maintain evidence repositories aligned with framework requirements
e Establish review cycles based on framework timelines
e Prepare for framework-specific audits
Benefits Realized:

Efficiency: Conduct assessments once report across multiple frameworks
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Consistency: Maintain a single source of truth for risk information

Completeness: Ensure all framework requirements are addressed

Adaptability: More easily incorporate new framework requirements

6.3.9 Appendices

Framework Comparison Matrix

This appendix contains a detailed comparison matrix of risk assessment require-

ments across major frameworks applicable to the energy sector.

Table 16: Framework comparison matrix

Risk As- IEC 62443 NIST CSF NIS2 NERC CIP
sessment
Compo-
nent
Risk As- The system un- | Enterprise-wide | Essential enti- BES Cyber Systems
sessment | der considera- with a focus on | ties
Scope tion with zones | critical infra-
and conduits structure
Asset Detailed com- Comprehensive | Asset manage- | Cyber asset inven-
Identifica- | ponent inven- asset manage- | ment with a fo- | tory with BES im-
tion tory with secu- | ment, including | cus on essential | pact categorization
rity capability systems, peo- services
assessment ple, data
Threat As- | Threat modeling | Threat intelli- Threat land- Security planning
sessment | with security- gence integra- | scape analysis with threat consid-
level targets tion eration
Vulnera- Detailed vulner- | Vulnerability Vulnerability Vulnerability as-
bility As- ability analysis identification identification sessment and
sessment | with compen- and scanning and manage- patching
sating counter- ment
measures
Risk Anal- | Zone and con- Function-based | Risk-based with | Requirement-based
ysis duit-based with | with implemen- | specific security | compliance
Method security-level tation tiers measures
requirements
Impact Safety and fi- Business im- Service impact BES reliability im-
Assess- nancial impact pact analysis with cross-bor- | pact
ment with security with critical der considera-
level targeting services focus tion
Documen- | Design specifi- Risk assess- Risk treatment Evidence documen-
tation Re- | cation and se- ment reports documentation tation with strict
quire- curity require- with CSF profile | with incident re- | retention
ments ment state- porting
ments
Review Upon significant | Continuous Regular assess- | Annual assessment
Frequency | change with pe- | process with ment plus after | with change man-
riodic validation | annual review substantial agement
changes
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Risk Assessment Templates
The detailed content is in a separate file — Risk Assessment Templates.docx
Templates include:

e Asset inventory and classification worksheet

e Threat assessment template

e Vulnerability assessment checklist

¢ Impact analysis matrix

e Risk calculation worksheet

e Risk treatment plan template

e Residual risk acceptance form

e Framework-specific mapping tools
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7 Glossary of Terms

Glossary of Terms

Asset: Physical or digital component that has value to the organization and re-
quires protection.

BES Cyber System: Cyber assets that, if rendered unavailable, degraded, or mis-
used, would impact the reliability of the Bulk Electric System within 15 minutes.
Control Effectiveness: Measure of how well a security control mitigates the tar-
geted Risk.

Impact: Potential consequence of a security event on the organization's objec-
tives.

Inherent Risk: Level of Risk before any controls or mitigations are applied.
Likelihood: Probability that a specific threat will exploit a specific vulnerability.
Residual Risk: Level of Risk that remains after controls are implemented.

Risk: Effect of uncertainty on objectives, typically calculated as a function of
threat, vulnerability, and impact.

Risk Acceptance: Informed decision to take a particular risk rather than imple-
ment further controls.

Risk Appetite: Amount and type of Risk an organization is willing to pursue or
retain.

Risk Treatment: Process of modifying Risk through controls or other mecha-
nisms.

Security Level: Target level of protection against a particular security risk (as
defined in IEC 62443).

Threat: Potential cause of an unwanted incident that may result in harm to a
system or organization.

Vulnerability: Weakness in an asset or control that one or more threats can ex-
ploit.

Zone: Grouping of logical or physical assets that share common security require-
ments (IEC 62443).
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